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HOMEPAGE

(continued on page 6)

By JOHN O’BRIEN

[From the President]

T
he e-mail seemed harmless enough: a short note to the EDUCAUSE CFO, Stacy Ruwe, 
asking her to help me get a payment processed. It was all very friendly, first-name-basis 
stuff. Except that it was all a lie—a well-crafted one. If the e-mail was viewed on a cell 
phone, the clearly fishy address of the sender (ceo.mail@msver.com) was hidden from 
view. And this was the third phishing e-mail sent to Stacy from “me” that month. 

It is frightening to imagine how easily one could be hooked, especially in the flurry of e-mail that 
comes with a new academic year. Gone are the almost nostalgic days of those “dear most beloved 
friend” e-mails from strangers offering millions of dollars for doing almost nothing. These amateurish 
attacks have been replaced with more sophisticated efforts to trick us into revealing our credentials, 
credit card information, or other personal data. 

These attacks usually employ some sort of technical subterfuge as well, like a spoofed e-mail that 
appears to be from a trusted source. Ultimately, these types of scams are designed to steal money or 
deliver malware to your 
computer. Not only do 
these scams work, but 
their frequency seems to 
be increasing. The Anti-
Phishing Working Group, 
a global consor tium 
dedicated to fighting 
cybercrime, reported 
that the incidence of 
global phishing attacks 
increased by 65 percent 
from 2015 to 2016. 1 
Perhaps the one life 
preserver we have for 
avoiding the wave of 
phishing attacks is that 
we can be trained to avoid 
the lure of the phishing 
e-mail.

The importance of throwing out a lifeline and training members of the institutional community 
in good cybersecurity practices cannot be emphasized enough. The Higher Education Information 
Security Council (HEISC) has identified phishing and social engineering as one of the biggest 
information security risks facing the community.2 Research from EDUCAUSE shows that from 2005 
to 2013, 47 percent of higher education data breaches had underlying “human element” causes, which 
perhaps could have been mitigated or even avoided with a comprehensive cybersecurity training and 
awareness program covering a number of different data and IT protection practices.3

The month of October offers an opportunity to spotlight the importance of cybersecurity training 
and awareness. October is National Cyber Security Awareness Month (NCSAM), a collaborative effort 
to ensure that everyone has the resources needed to stay safe online. NCSAM is spearheaded by the U.S. 
Department of Homeland Security and the National Cyber Security Alliance. As a NCSAM champion, 
EDUCAUSE—along with other organizations and institutions in the higher education information 
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(continued from page 4)

HOMEPAGE [From the President]

security community—participates in this annual campaign each October to expand cybersecurity 
awareness and education on campuses and around the globe. 

Effective cybersecurity training and awareness is a key component of an institutional information 
security program. In 2015, U.S. institutions required cybersecurity training for approximately 75 
percent of faculty and staff and for 1 in 4 students.4 Support for this type of training also runs high 
in higher education: more than half of cybersecurity awareness and training professionals report 

sufficient executive support for awareness and training efforts.5 Cybersecurity 
awareness and training helps institutional community members turn the tide 
and know the specific actions that they can take (or, more importantly, not take) to 
protect institutional data and IT systems. Whereas 75 percent training for faculty 
and staff is pretty good, the picture for the other 25 percent is not so promising.  

Making cybersecurity awareness and training easy for the person providing 
the training, as well as effective for the people receiving the training, is a goal 
of the HEISC Awareness and Training Working Group. The practitioners 
in this working group understand the constraints of providing cybersecurity 
training and awareness in the higher education environment. They know, for 
instance, that higher education cybersecurity awareness and training programs 
are typically led by managers who attend to these responsibilities with only a 
fraction of an FTE and with budgets of less than $5,000. Ultimately, this means 
that cybersecurity awareness and training activities are conducted in an ad hoc 
manner, depending on the time and financial resources available to the training 
and awareness professional.6

To help combat the ebb and flow of time and resource constraints, the 
HEISC Awareness and Training Working Group has created an Annual 
Campus Security Awareness Campaign for institutional use, and campuses 

looking for materials to add to their security plan in the new academic year should give it serious 
consideration. The campaign is a framework designed to support information security professionals 
and IT communicators as they develop and enhance their own institutional cybersecurity training 
and awareness plans. The campaign provides twelve different monthly cybersecurity awareness 
topics that can easily be integrated into campus communications. Functioning like a “cybersecurity 
training in a box” resource, the ready-made content can be used by institutions to create a steady 
stream of cybersecurity awareness information for students, faculty, and staff. 

This year, phishing-related topics were featured in February and April. Now, as we start another fall 
semester, is a great time to reacquaint ourselves with the resources available and to consider new actions 
to respond to the growing, evolving threat. These days, taking the bait involves one simple click. That’s all 
that is needed to imperil your privacy—and that of your higher education institution as well.   

Notes
 1. Anti-Phishing Working Group, “Phishing Activity Trends Report: 4th Quarter 2016,” February 23, 2017.
 2. Joanna Grama and Valerie Vogel, “Information Security: Risky Business,” EDUCAUSE Review, January 17, 2017.
 3. Joanna Grama, Just in Time Research: Data Breaches in Higher Education (Louisville, CO: ECAR, May 2014): 30 percent of breaches 

studied were caused by unintended disclosure (e.g., posting sensitive information on a public website or sending e-mail to the 
wrong person); the other 17 percent of breaches were caused by lost, discarded, or stolen portable devices.

 4. Joanna L. Grama and Leah Lang, CDS Spotlight: Information Security, ECAR Research Bulletin (Louisville, CO: EDUCAUSE, 
August 15, 2016).

 5. “2017 EDUCAUSE Information Security Almanac,” May 2017.
 6. Joanna L. Grama and Eden Dahlstrom, Higher Education Information Security Awareness Programs, ECAR Research Bulletin 

(Louisville, CO: EDUCAUSE, August 8, 2016).

John O’Brien (jobrien@educause.edu) is President and CEO of EDUCAUSE.

© 2017 John O’Brien. The text of this article is licensed under the Creative Commons Attribution-NonCommercial-NoDerivatives  
4.0 International License.
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LEADERSHIP [Views from the Top]

A
utumn brings a new semester—and the end of 
summer. Many of us travel in the summer to 
see sites and sights we’ve always hoped to visit. 
Michelin’s Green Guides have helped tourists 
identify important cultural and scenic destina-

tions. The Green Guides took me to many places I might other-
wise have missed over the years, including Évora in Portugal, 
Jumièges Abbey in France, and the Marmolada mountain range 
in Italy. Their original rating system was beautifully concrete, 
suggesting destinations that are “worth the trip,” “worth a 
detour,” and “interesting.” 

Most of us in higher education information technology are 
on our own journey—to leadership. That journey can last for a 
lifetime or just for a project. Part of the EDUCAUSE mission is 
to help higher education IT professionals navigate this leader-
ship journey. If we were to design our own Green Guide for 
EDUCAUSE, it would include a number of leadership destina-
tions and stops that are always worth the trip. 

Destination: EDUCAUSE Annual Conference
Some leadership opportunities at the EDUCAUSE Annual Con-
ference require planning ahead; others can be serendipitous.

Reservations Required
Not at all coincidentally, two of the signature leadership experi-
ences at the annual conference are named after EDUCAUSE 
past presidents. Each aspires to honor a particular leadership 
legacy. Diana Oblinger was a visionary EDUCAUSE leader who 
could see far into the future to identify emerging trends. The 
Diana G. Oblinger Innovation Forum has, in its first two years, 
explored the challenge of leading innovation within an insti-
tution while highlighting the technology trends that hold the 
greatest strategic implications for higher education. It gathers 
teams of both IT and non-IT leaders to learn about a particu-
lar innovation opportunity, such as student success, and how 
to advance that opportunity within their institutions. It takes 
place on Tuesday afternoon of the conference week.

The Hawkins Leadership Roundtable is named for 
 EDUCAUSE’s first president, Brian Hawkins, who left a legacy 
of strong commitment to leadership development, mentoring 
in the profession, and lifelong learning. This roundtable is a 
small-cohort mentoring program for new CIOs and individuals 
actively seeking their first CIO role. Each participant is provided 
with a personal mentor. Participants have the opportunity 
to gather with current CIOs several times during the annual 

conference week and participate in mentoring conversations 
that explore leadership topics such as strengthening personal 
leadership, influencing across the organization, and developing 
strategy. Relationships established during the Hawkins Leader-
ship Roundtable can endure for years afterward.

CIO job seekers have a second mentoring opportunity at the 
annual conference. Next Generation Executive Search, which 
leads searches for many CIO jobs in higher education, provides 
pro bono résumé reviews and CIO interview coaching. More 
than a few EDUCAUSE CIOs have credited their first CIO job 
to this coaching, which is just one part of the CIO Experience at 
the annual conference. 

CIOs aren’t the only IT leaders in higher education, of 
course. CIOs depend on senior IT directors and deputy CIOs to 
oversee complex portfolios and key staff. The Senior Directors 
Seminar provides over eight hours of training, peer network-
ing, and mentoring for these IT leaders.

Cultural Activities and Scenic Drives
Not everyone plans ahead. If you arrive at the annual confer-
ence without reservations, other leadership opportunities are 
well worth the trip. For example, a unique and highly valuable 
gathering of CIOs in higher education takes place on Tuesday 
of the conference week. The CIO Constituent Group meets at 
3 p.m., drawing 100 or more CIOs from all kinds of institutions. 
It’s a great opportunity to meet old friends, make new ones, and 
listen or contribute to conversations about the issues that are 
energizing CIOs. 

The good news is that the CIO constituent group is only one 
of over 80 constituent groups that meet at the annual confer-
ence, allowing for numerous cultural activities. The conference 
app provides a guide to the times and locations of meetings 
for constituent groups such as women in IT, IT accessibility, 
young IT professionals, data governance and chief data officers, 
LBGTQIA in IT, research computing, privacy, health sciences, 
and many more. Constituent group meetings can help you 
meet smart colleagues from all over the world (more than 45 
countries are represented at the conference), provide a venue 
to ask your questions and express your feelings, and give you 
essential insights to help you do your job that much better 
when you return to campus.

As any traveler knows, sometimes the most memorable 
encounters are those that aren’t planned. More than one CIO 
is known to come to the conference every year and spend 
almost the entire time networking, taking a “scenic drive” 

Essential Stops on  
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through the hallways, EDUCAUSE Cen-
tral, the CIO lounge, the exhibit hall, 
nearby restaurants, and other locations. 
Sitting in a heavily trafficked location 
can be a great way to run into colleagues 
and contacts, who will then introduce 
you to their colleagues. Before you 
know it, you’ve made several new con-
nections with whom you can follow up 
after the conference. 

Destination: EDUCAUSE  
Institute Programs
The EDUCAUSE Annual Conference 
has a little something for everyone at 
every stage of the leadership journey. 
But for concentrated leadership devel-
opment, the ideal destination is the 
EDUCAUSE Institute, consisting of six 
programs for managers, CIOs/CISOs, 
and leaders interested in academic and 
learning technologies. These are held in 
the summer and spring.

Many EDUCAUSE members began 
their leadership journey attending 
EDUCAUSE management institutes 
and programs. The New IT Managers 
Program, for aspiring managers, and the 
Management Boot Camp, for current 
managers, are two-day workshops that 
focus on leadership at the manager level. 
The Management Institute is a more 
immersive, five-day program.

New and aspiring CIOs and CISOs 
can attend the EDUCAUSE Leadership 
Institute, a five-day program taught by 
experienced CIOs. This institute focuses 
on such essential leadership topics as 
creating a culture of innovation and nur-
turing emotional intelligence.

The Learning Technology Leadership 
Institute is another five-day program. 
It concentrates on developing aspiring 
leaders  whose campus role involves the 
support and promotion of teaching and 
learning with technology.

Finally, the Leading Change Institute 
has been called “transformational” by 
many of its alumni, who join a network 
and form bonds that last for years after-
ward. The institute—a collaboration with 
the Council on Library and Information 
Resources (CLIR)—is five and one-half 

days and draws existing and aspiring IT 
and library leaders.

Are the EDUCAUSE Institute pro-
grams worth the trip? As one recent 
Leadership Institute attendee wrote: 

I absolutely loved this institute! It’s 
easy to remain in my bubble at my 
university and skip these types of 
functions due to the insurmountable 
tasks on my plate; however, this pro-
gram has afforded me a brief moment 
to pause, reflect, learn, and has put 
new wind in my sails. I really appreci-
ate the interaction and insight from 
amazing faculty and peers.

Destination: Home
Often the greatest enjoyment from a trip 
comes afterward. That’s when you have 
the opportunity to remember what you 
saw and think about its lasting impact. In 
sharing stories with friends, family, and 
fellow travelers, experienced travelers 
can help first-timers avoid costly mistakes 
and find the best times and places to visit. 
Likewise, experienced leaders discover 
that sharing their wisdom allows them to 
consolidate their knowledge and gain new 
insights. Serving as EDUCAUSE Institute 
faculty, presenting at and participating 
in EDUCAUSE meetings and working 
groups, and writing for EDUCAUSE 
Review are just a few ways to contribute to 
the higher education IT field.  

EDUCAUSE offers destinations and 
stops for all leadership journeys and for 
both new and experienced “travelers” 
with varied interests. Consider where 
you are in your personal leadership 
journey and what kinds of leadership 
development would suit you best at this 
time. EDUCAUSE will meet you where 
you are, will help you navigate, and will 
continue to guide you throughout your 
travels.  n

Susan Grajek (sgrajek@educause.edu) is Vice 
President, Communities and Research, for 
EDUCAUSE.
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under the Creative Commons Attribution-NonCommercial-
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Michael King

T
he past several decades have seen tremen-
dous change in technology. In 1984, Apple 
and IBM were fierce competitors, showcased 
by one famous Super Bowl ad.1 The two 
companies were fighting a battle over the 
personal computer, a market that would see 
around two million devices sold that year.2 

And the biggest robotics story was a small-budget film 
called The Terminator, about a robot coming back in time 
to wipe out humanity and starring a relatively unknown 
Austrian actor. It would become one of the biggest box 
office hits of the year. 
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Fast forward thirty-three years. Apple 
and IBM are now partners, collaborating 
on mobile applications and services for 
enterprise clients, and the technology 
industry is estimated to ship more than 
two billion devices in 2017.3 In 2015, 
Arnold Schwarzenegger revitalized his 
post-gubernatorial career with a big-
budget film called Terminator Genisys, 
about a robot coming back in time to 
wipe out humanity. The more things 
change, the more some things stay the 
same.

This year, the media hype has been all 
about robots and artificial intelligence 
(AI). Tesla CEO Elon Musk warned that 
AI could wipe out humanity. Microsoft 
Co-Founder Bill Gates weighed in that 
AI was one of our most pressing threats. 
And even the preeminent scientist 
Steven Hawking opined that AI might 
be mankind’s last invention.4 So, 2017 
has been the year when AI became the 
meme that conquered the world. Every 
startup is promising machine learning, 
big vendors are rushing to brand their 
own AI engines, and economists worry 
that jobs will become a thing of the past. 
Never mind the robot apocalypse. 

The reality of AI is both less dramatic 
and more impactful than the hype. We 
are entering a new era of computing 
that will bring tremendous change. The 
past thirty-plus years have seen the per-
sonalization of computing hardware, 
with single, big machines supplanted by 
supercomputers in everyone’s pockets 
and on-demand cloud services. This 
technical advance has brought individu-
als access to services anytime, anywhere 
and has spurred major transformations 

on college and university campuses. In 
the new AI era, machine learning and 
big data, which together enable cognitive 
computing, will bring personalization 
through software to every corner of our 
economy. Higher education will play a 
critical role in how this new era of the 
economy evolves, and it’s important that 
academy leaders understand the poten-
tial and the risks in order to develop 
a strategy for navigating the coming 
disruptions.

Computing 3.0
AI has been around for some time. IBM’s 
Deep Blue computer captured media 

attention when it beat the reigning chess 
champion, Garry Kasparov, in a 1997 
six-game match. At that time, the Deep 
Blue system won through sheer com-
putational speed, essentially exploring 
200 million chess positions per second 
to anticipate more moves ahead than 
Garry.5 That power overcame the human 
competitor.

In 2011, IBM again staged a public 
competition, this time with two reign-
ing champions of the Jeopardy television 
game show. The IBM computer, Watson, 
won the contest, showcasing the ability 
both to process natural language, with 
a dependency on context, and to rap-
idly search a massive database of facts 

to identify and rank answers. This 
new version of AI was built on large 
amounts of data, which is a key com-
ponent of cognitive computing. Natu-
ral language interfaces and other tools 
use AI techniques to improve com-

puter interactions. But it is big data that 
is the main enabler of the cognitive era. 

The volume of data is growing dra-
matically around the world, with at least 
90 percent of it having been created in 
just the past few years. There are billions 
of mobile devices and internet users, all 
generating massive amounts of interac-
tion data. The Internet of Things and 
intelligent sensors will grow this number 
dramatically. Projections are that global 
data will increase by an order of mag-
nitude by the end of this decade—to 44 
zettabytes, or 44 trillion gigabytes. And 
the types of data that computers can pro-
cess have evolved to include audio, text, 

In the new AI era, machine learning 
and big data, which together enable 
cognitive computing, will bring 
personalization through software 
to every corner of our economy.  
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and other “unstructured” materials. This 
new unstructured material is estimated 
to represent 80 percent of all data.6 

All this big data has been called “the 
next natural resource.”7 Machine learn-
ing is the key technology to refine this 
new resource into productivity. Tools 
like IBM Watson use large data sets 
not only to create insights but also to 
improve those insights through training. 
The systems continuously improve their 
accuracy based on new input data. 

The new AI platforms use vast 
amounts of data, both structured and 
unstructured, to uncover hidden pat-
terns for insight, but they can also create 
recommendations on next best actions. 
Using these data sets to find optimal 
pathways is how AI can impact a variety 
of business processes. To appreciate the 
influence of AI on the economy, we need 
to understand how business processes 

can be transformed through manipulat-
ing massive data sets, as well as how AI 
technology can make it easier for humans 
to access and act on these insights.

The use of AI and big data promises to 
personalize every service for every indi-
vidual. AI is not a more clever human, 
and other than in new Terminator movie 
sequels, it is not going to lead to sentient 

robots that are a threat to humanity, as 
Musk, Gates, and Hawking fear. It will 
clearly impact most industries and many 
jobs, but threats of a jobless economy 
are also overwrought. Although the 
automated teller machine (ATM) was 
feared as a job killer for bank tellers in 
the mid-1980s, this has not been the 
case. As Charles Fishman pointed out 
in Fast Company: “At the dawn of the self-
service banking age in 1985, for example, 
the United States had 60,000 automated 
teller machines and 485,000 bank tellers. 
In 2002, the United States had 352,000 
ATMs—and 527,000 bank tellers. ATMs 
notwithstanding, banks do a lot more 
than they used to and have a lot more 
branches than they used to.”8 While 
some jobs may become obsolete, it is 
the impact of personalization that will 
reshape indus-
tries and jobs.

IBM’s first commercial offering with 
Watson was an oncology advisor for 
physicians. This “cognitive advisor” 
used machine learning and big data 
sets—including patient genomic data, 
patient cohort data, and even research 
publications—to make recommenda-
tions for individual treatment plans. This 
level of personalization holds promise 

for improving patients’ outcomes but 
can also immediately save time for the 
physician. Watson doesn’t replace the 
physician, but it offers recommenda-
tions for action, along with direct links to 
supporting data. 

Cognitive assistants use big data and 
AI to provide personalized recommen-
dations to professionals or consumers. 
Other applications include financial 
advisors that develop investment rec-
ommendations. Charles Schwab uses 
machine learning and large data sets to 
provide “intelligent portfolio” alloca-
tions. H&R Block partnered with IBM to 
use Watson to streamline and review the 
tax-preparation process. AI tools are also 
being integrated directly into business 
processes, such as security and supply 
chain management. 

The Cognitive Campus
What is the significance for higher edu-
cation? These developments mean that 
the college or university will need to 

become a cognitive campus. Consumer 
expectations will continue to evolve 
based on new personalized services. 

Just as higher  education institutions 
had to embrace  personal and mobile 

computing to serve students and educa-
tors, they will need to develop deeper 
personalized services in the AI era. Stu-
dents and other constituents will request 
more personalization as their other 
service providers get to “know them.” 
The age of hyper-personalization  will 
continue to pressure institutions to meet 
rising demands in learning and support 
services.

Second, AI will create opportunities 
for cost reduction and administrative 
efficiency, just as in any other industry. 
Today, AI and big data can improve 
IT security on campus by identifying 
threats earlier and creating more rapid 
interventions. Institutions will deploy 
AI tools across the student life-cycle, 
improving retention and optimizing 
outcomes, which frequently have a 
bottom-line effect on costs.

But the most important issue for 
higher education is to prepare the next 

The college or university  
will need to become a cognitive 
campus. The age of hyper-
personalization will continue to 
pressure institutions to meet rising 

demands.  

In recent years, the cloud has 
revolutionized many aspects of 
college life. Tasks such as submit-
ting papers and receiving assign-
ments can be done by utilizing one 
of the many cloud services avail-
able. Receiving student financial 
aid forms and housing requests 
can be done with the click of a 
mouse. However, with the growing 
number of cloud advancements 
comes some familiar problems. 
Students have hard drives that are 
inundated with unnecessary files, 
while IT support struggles to stay efficient, and overworked 
staff wants convenience and security.

Too Much of a Good Thing?
Research libraries are an excellent use of cloud resources, 

moving vast data repositories off of University-maintained 
servers and into the cloud. For students and professors, 
accessing these large repositories can mean syncing volumes 
of data to their laptops. This can quickly exceed the storage 
capacity of the average PC, making simple cloud access 
unmanageable.

This can be resolved by enabling selective syncing, but that 
often requires IT staff time, as students may need help with 
setup. In some cloud services, selectively keeping offline 
copies of files is not even an option.

When research libraries are maintained on University servers, 
there are still myriad challenges.  Students may connect using 
a variety of secure file access clients, which the IT staff will 
need to support. Troubleshooting connectivity problems can 
be a time-consuming task.  Additionally, collaborative access 
must be considered: ensuring that secure protocols are used 
for access and transfer, and that file locking protects against 
multiple editors overwriting each other’s changes.  

Staff Productivity Struggles
During the busy admissions season, it is critical that staff 

maintain maximum productivity. Easy and secure access 
to housing forms, admission applications, and financial aid 
documents is critical to moving the enrollment process forward.  
Cumbersome interfaces to multiple systems can create unnec-
essary delays.  Whether these critical documents are stored 
in the cloud or on local servers, a single, unified interface to 
access needed files can reduce staff frustrations and improve 
productivity during critical periods of high volume.

Getting Personal
As the amount of cloud storage options increases, people are 

progressively using more than one service. The average user is 
running applications in 1.8 public clouds and 2.3 private clouds, 
according to the RightScale 2017 State of the Cloud Report. 
This is a growing issue for faculty, staff and students.

Multiple cloud services require users to navigate different 
interfaces and remember different passwords. This spans the 
self-managed, personal use as well as the business and educa-
tional use of cloud services. A consolidated interface to all 
cloud services gives the user an access point to all of the files 
that they need.    

Put the Cloud on Your Desktop
The solution to this problem is finding a tool that can help 

to manage remote files efficiently. This can be done by using 
a technology to map a network drive to on-premise and cloud 
file servers. While several tools are available, support of secure 
protocols and file-locking are important criteria to consider. 
A tool frequently used in higher education is WebDrive.  By 
mapping a unique drive letter to each cloud service or local 
server, a user’s desktop applications can be used to edit and 
save files in the cloud.   

WebDrive does not require syncing files locally, and an 
advanced caching system facilitates quick access without 
wasting hard drive resources. IT staff can create multiple 
pre-configured installers that can be distributed to different 
user groups, reducing the need for IT support to assist faculty, 
staff and students with 
configuration. 

“WebDrive allows our 
patrons to securely access 
their files in the desktop 
environment they are already 
accustomed to working in. It 
has been very popular with 
our students,” says Brian 
Luper from Rutgers Univer-
sity. 

WebDrive is used at more 
than 200 universities in 15 
countries.   

What Your Cloud is Missing
Productivity Enhancements That Make Cloud Storage More Efficient

By John Glavin, CTO 
South River Technologies

For more information about Web-
Drive, and special licensing options 
for higher education, visit: 
www.WebDrive.com
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generation to prosper in an AI-driven 
economy. A persistent debate is whether 
higher education should focus on pre-
paring students for citizenship or for 
the workforce. The answer is both. With 
increasing competition and new alterna-
tives, institutions must align to workforce 
needs and ensure that their students 
gain employment. The accelerating rate 
of change in industry will require insti-
tutions to be far more adaptable in the 
future. That pace of change will make 
the idea of “lifelong learning” truly an 
imperative for the individual. In addi-
tion, the broad impact of AI on society 
reinforces the need for higher education 
to address questions of equity, ethics, and 
citizenship. Students should be asking 
themselves: “How should my personal 
data be used without my knowledge? 
Should it be? What do AI algorithms do 
for me? What are their limits?” As AI sys-
tems work their way across the economy, 
we will need a workforce and a citizenry 
that is deeply familiar with the technol-
ogy, its capability, and the social issues it 
creates. We should view this familiarity as 
a requirement not only for those steeped 
in the technology but for everyone. 

To prepare for this future, colleges and 
universities must not only teach about 
cognitive computing but also teach with 
it. Those higher education institutions 
that lead the adoption of cognitive com-
puting will familiarize themselves with 
the issues and approaches while insulat-
ing themselves from increased competi-
tion and new entrants. These technolo-
gies can be disruptive, and they require 
a level of enterprise-wide investment 
not typically seen in classroom-centered 
initiatives. To succeed, academic leaders 
must partner with frontline educators to 
drive an institutional effort.

Under standing where cognitive 
computing is currently affecting institu-
tions can help chart this course. Early 
projects point toward three major areas 
of transforming the student experi-
ence. First, AI can have an impact in the 
classroom, improving the experience for 
both educators and students. Second, 
cognitive computing can extend outside 

the classroom and across the campus to 
improve student engagement and per-
sistence. Finally, big data, particularly 
unstructured materials, can support 
career coaching to help learners adapt to 
changing workforce needs throughout 
their lives.

One of the most publicized tools for 
classroom AI has been “Jill Watson,” a 
teaching assistant developed by Ashok 
Goel and his team at Georgia Tech Uni-
versity. Jill was created to help manage 
the volume of questions in his AI course. 
Many students were surprised when Goel 
revealed that “Jill” was not an actual per-
son but was a chatbot built on IBM Wat-
son. Given that the average faculty mem-
ber deals with 10,000 queries in a large 
course deployment, the advantage for 
faculty is clear. And students benefit from 
a more responsive course experience.9

Other AI tools, such as Declara, are 
using machine learning to create person-
alized learning pathways. AI tools can 
rapidly identify and organize content, 

then couple it with individual learner 
insights to create custom pathways or 
interventions. This can support instruc-
tors’ tools or direct student engagement. 
McGraw-Hill Education’s Assessment 
and Learning in Knowledge Spaces 
(ALEKS) uses AI to measure the success 
of students and present specific content 
that a student is most ready to learn. 
ALEKS has been used by millions of stu-
dents across several subjects.

In October 2016, Pearson announced 
a partnership with IBM to develop an 
intelligent tutor using Watson.10 The 
tutor will expand Pearson’s REVEL 
learning  platform, using Watson to build 

an adaptive  learning experience. The 
tutor acts as a personal assistant to stu-
dents during study and quizzes. When 
students need help, they can ask the tutor 
questions and get answers or hints. The 
tutor will also prompt students to review 
key learning objectives. Based on stu-
dents’ answers, the tutor assesses the skill 
mastery level and conducts more conver-
sations to bridge any gaps.

Cognitive computing is also being 
used across the campus. In April 2016, 
Campus Management released Reten-
tion360, which includes an AI persona. 
“RENEE” (named for Retain, Engage, 
Notify, and Enablement Engine) auto-
matically launches interventions based 
on student profiles, best practices, and 
other inputs. Another company, the tech-
nology startup AdmitHub, uses AI chat-
bots as “campus coaches” for students. A 
partnership with AdmitHub at Georgia 
State University demonstrated signifi-
cant improvement in incoming student 
metrics.11
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One of the most exciting areas in cog-
nitive computing is career tools that help 
students create personal aspirations and 
bring clarity to the pathways to achieve 
those goals. Many states and institutions 
are building tools and pathway programs 
to help students navigate to careers. Geor-
gia has been a leader in this area through 
its College and Career Clusters/Pathways 
program. This program provides tools and 
published paths to support institutions 
in offering guidance to students. In the 
future, these pathways can become data 
sets to enable AI-based coaching tools. 
Students will have tools that provide cus-
tomized insights and recommendations 
to help them explore and pursue their 
career goals. 

Various services are emerging to 
address this important segment of the 
market. Burning Glass Technologies 
provides a real-time database of job 
market data, along with analytic services 
to support decision making. Road-
trip Nation has developed a broad 
library of video interviews on the career 
paths of different individuals, videos 
that can help personalize career choices 
for students and job-seekers. AI will be 
able to personalize the career-advising 
experience for students, leveraging ser-
vices such as these and others to provide 
ongoing interactions on students’ chosen 
paths.

MARi is one such tool already in the 
market. It is a personal learning platform 
that creates pathways to careers and jobs, 
based on individuals’ skills and creden-
tials. It functions like a “Career GPS,” help-
ing users navigate from their current skill 
set through a series of educational experi-
ences and on to their stated job goal.

IBM is piloting a Watson career advisor 
internally to support employees on possi-
ble next steps and suggested experiences 
to prepare. The MyCA tool, or My Career 
Advisor, makes use of job skills informa-
tion, work experience, and personality 
insights to help employees manage their 
careers. Early feedback is that employees 
in a place as big as IBM generally feel over-
whelmed by options but that the MyCA 
tool helps sort those options and provide 

train an AI system. Many higher educa-
tion institutions don’t have a “single view” 
of the student—a view that would inform 
many of these services. Building relation-
ships for outside data sets will be impor-
tant. In addition, the security of that data, 
the privacy and ownership policies, and 
acceptable uses of the data must all be 
part of the campus strategy.

Recognizing these limits of AI tech-
nology can avoid missteps. Limited data 
sets can lead to “selection bias”—for 
example, perhaps recommending only 
a handful of known careers. Or “filter 
bias” might inappropriately limit content 
recommendations to an instructor or 
student. Students might view new AI 
services as intrusive rather than valuable. 
Developers and users of AI systems must 

be aware of these risks and limitations. 
Institutions will need to consider these 
issues and others in building new sys-
tems. Transparency, training, and profes-
sional development will be required to 
foster a data-aware culture.

A Five-Step Roadmap
Becoming a cognitive campus requires an 
institutional strategy. Leaders should be 
engaged and visible in setting the direc-
tion and in executing plans. AI will have a 
profound impact on the role of the insti-
tution with all constituents, will demand 
sustained investment, and will have great 
benefits as well as risks in deployment. 
There are five steps that higher education 
institutions must get right: 

1.	 Create strong organizational alignment 
2.	 Build a portfolio of personalized ser-

vices, starting with early “wins” 
3.	 Develop a robust data strategy
4.	 Continually align to workforce needs
5.	 Create a more agile environment of 

support services

reasonable next steps. The tool should 
be able to answer the question of where 
individuals can go next to build their 
skills, so that they can stay relevant to their 
employer. Most students would agree that 
career options can be overwhelming, so 
this technology should be valuable not 
just to employees but also to learners at all 
stages of career preparation.

None of these technologies will replace 
human educators. Humans excel at 
nurturing common sense, imagination, 
and compassion, whereas computers 
excel at finding knowledge, computa-
tion, and pattern recognition. Just as in 
most commercial industry applications 
of AI, educational applications will 

find their strongest use as “Augmented 
Intelligence”— that is, personalizing the 
educational experience and augmenting 
the role of the frontline professional. I 
travel all over the world, meeting people 
at all stages of their careers. One common 
theme I hear is the story of a key person 
who inspired a love of learning, nurtured 
personal confidence, and helped chart 
a path to success. No computing system 
is anywhere near to replacing that criti-
cal role. AI will help students learn key 
concepts, will encourage them along their 
path, and will personalize instructor and 
institutional support. Both the institution 
and the instructor retain a critical role in 
students’ education.

Yet institutions and instructors must 
be attuned to the challenges and risks of 
AI. The technology is only as good as the 
data sources. One of the primary chal-
lenges is curating the data sets that will 
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The changes that AI has brought to 
the economy will challenge colleges and 
universities to adapt to the rapidly evolv-
ing needs of both students and employ-
ers. Coupled with the shifts caused by 
cognitive tools on campus, this could 
mean a radical transformation of the 
higher education institution. It will be 
key to create alignment on vision and 
goals—from frontline educators to senior 
leadership. The transformation can’t be 
viewed as only a technology initiative; it 
must also be seen as a people initiative. 
Faculty and leadership development, 
change management, and other tactics 
must be employed to move forward.

The goal of AI and big data is to drive 
more personalization to improve user 
experiences and learning outcomes. 
Higher education institutions should 
start soon to build a new generation of 
personalized services, look for early 
success, and work toward a long-term 
portfolio. Deakin University was the 
first university to partner with IBM 
Watson and created a service to provide 
answers to students’ common questions 
about campus life.12 The solution helps 
students navigate across the institution, 
lowers costs, and sets the stage for future 
services. Mobile applications that lever-
age basic analytics can also serve as start-
ing points for the journey.

The foundation for these ser-
vices must be institutional data. 
Without control of key data, there 
is no enterprise in the future. 
I’ve heard it said that higher educa-
tion doesn’t have data silos; it has data 
dungeons. Cloud-based services have 
exacerbated that challenge by moving 
student data to remote services provided 
by third-party vendors, sometimes even 
outside institutional control. Leverag-
ing the power of AI requires deep data 
insights about students, as well as a 
variety of other curated resources. Insti-
tutions must create a long-term plan 
to manage their data as an enterprise 
resource.

However, platform and policy are 
not enough. Educators and staff need 
support to understand the proper uses 

of data, along with possible pitfalls. Stu-
dents deserve to have greater insight into 
and control over how their data is used. 
Education can play an important role 
in defining a new “data citizenship” that 
prepares students for the AI economy, 
in which their personal data is an impor-
tant commodity. Colleges and universi-
ties therefore need a comprehensive 
policy that not only spans institutional 
data practice, platforms, and personnel 

awareness but also fosters greater aware-
ness and engagement from students. 

The accelerating pace of change 
in the economy and workforce will 
increase the pressure to stay connected 
with market needs. Higher education 
institutions of all types must begin to 
build ecosystems to support these con-
nections. Collaborative groups, such as 
the BHEF (Business–Higher Education 
Forum), have pioneered these ecosys-
tems. Institutions can play a leadership 
role in convening and collaborating with 
key players in their region.

Creating new capabilities on campus 
can help too. Data-driven technology 

can assist students in connecting with 
careers, internships, and workforce-
readiness preparation. Many technology 
companies offer online training and 
credentialing, which can be used by any 
institution to create a supplemental pro-
gram. These approaches can be adapted 
and scaled across a variety of employers 
and industries in the future.

New mo dels  of  teaching—like 
blended approaches with technology, 

flexible learning spaces, and challenge-
based curricula—help build the “soft” 
skills that employers seek. Communica-
tion, problem-solving, team-based col-
laboration, and creativity are some of the 
attributes that employers consistently 
request. These are also the skills that will 
foster individual flexibility in a cogni-
tive economy. Colleges and universities 
should continue to pursue these strate-
gies to help align with workforce needs.

Finally, the future pace of change and 
institutional demands require an agile 
foundation. Flexibility and adaptability 
are core concepts for the future higher 
education institution. AI and other new 
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technologies, such as cloud comput-
ing, will allow a shift from fixed-cost, 
 capital-intensive projects to variable-
cost models for administrative services. 
To subsidize fixed costs, many institu-
tions are exploring innovative models 
that are facilitated through modern 
technology (e.g., subletting real estate). 
Prospering in an era of rapid and unpre-
dictable change will require campus 
leadership to define the core mission 
clearly and fund it consistently, while 
creating cost and operational efficiencies 
in noncore activities.

The Future
The cognitive era will unleash a new 
wave of innovation to reengineer busi-
ness processes, lower costs, and build 
new personalized services. Industries 
and jobs will be transformed in an accel-
erating pace of change. Education will 
be critical for individuals and society to 
prosper in this new era. Higher educa-
tion leaders should begin preparing 
their institutions for the challenges and 
opportunities that lie ahead.

Higher education institutions can 
become the “learning home” for indi-
viduals throughout their lives. Cognitive 
computing will reach prospective stu-
dents sooner in their learning journey, 
guide them through the right learning 
programs, and provide ongoing support 
to retain the relevance of their skills. Insti-
tutions will become vital to the long-term 
success of their learners. These institu-
tions can be the steward of individual skill 
profiles and can leverage cognitive tools 
to become a pervasive advisor in a rapidly 
changing economy. They can work with 
employers to continually bring insights 
and connections to students and better 
integrate with workforce needs. Success-
ful institutions will not view this as a tem-
porary episode for traditional students 
but, rather, as a lifelong relationship with 
learners—one in which the institution 
will become a trusted partner to help 
them navigate the economic changes 
brought by technology.

The future is bright for those colleges 
and universities that embrace cognitive  

computing and prepare for these 
changes. The past few decades have seen 
the pervasive growth of personal com-
puting, transforming business processes 
and the student experience on campus. 
The coming decades will see a new wave 
of personalization enabled by big data 
and artificial intelligence. Higher educa-
tion has the potential and the imperative 
to lead that transformation. n
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I 

stepped onto the shuttle bus with my colleagues, not knowing 
what to expect. We inhaled the recognizable smell of a new 
vehicle and found our seats as the shuttle doors latched shut. By 
habit, my eyes glanced forward to the location of the driver’s seat 
as we started moving. But this was no ordinary bus: the driver’s 
seat was empty. Or rather, there was no driver’s seat at all. Most 
of us were taking our first ride on the University of Michigan’s 

autonomous shuttle bus, through the MCity campus, commemorating 
the occasion with excited conversation (and a few selfies) as we crossed 
the parking lot at 10 miles per hour. The university will put the shuttle 
into limited general use on campus this fall, to study not only the standard 
safety and operating features of the shuttles for our campus, but also how 
riders interact with these new autonomous vehicles. 
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The experience inspired me. I believe 
that we are going to take advantage of 
driverless cars during my lifetime, allow-
ing more independence and mobility 
for all of us in the future. Information 
technology is at the heart of this devel-
opment, helping with the collection and 
management of the vast amounts of data 
gathered for safety and human-vehicle 
interactions. At MCity, the University 
of Michigan’s test bed for autonomous 
vehicles, a new evaluation process is 
based on collecting data from every mile 
driven, simulating difficult, real-world 
driving situations, and testing them 
repeatedly. This work requires truly mas-
sive amounts of data, lightning-fast con-
nections to the network, and data collec-
tion from multiple endpoints across 
campus. IT professionals who 
support this project are working 
at an accelerating pace to help 
find solutions to challenges that 
may not even be defined yet—
requiring new skills and new 
mindsets for the IT workforce. 

Changing Expectations
It has been ten years since the 
introduction of the iPhone, when 
many of us began to willingly—or, 
more likely, unknowingly—surrender 
vast amounts of personnel and work-
related data in exchange for convenience 
and connectedness. Our phones are now 
connected to most parts of our lives, and 
campuses have changed as a result. The 
days of students and faculty fully dis-
connecting over the term and summer 
breaks have been replaced with the need 
to remain connected to, and supported 
by, their virtual communities when 
off-campus. 

While the academic year still has its 
cadence, the pace of academic technol-
ogy has quickened. Expectations of what 
composes a college or university expe-
rience have grown broader and more 
inclusive, entailing more technology in 
an ever-connected world. With the new 
Coalition Application, relationships 
with prospective students may begin 
many years before the admission cycle, 

and relationships with alumni and sup-
porters have become richer as campuses 
connect to them through multiple chan-
nels on social media. Thomas L. Fried-
man’s latest book, Thank You for Being 
Late: An Optimist’s Guide to Thriving in the 
Age of Accelerations, gives us a framework 
to examine the forces brought about by 
the exponentially accelerating technology 
ecosystem, introduced a decade ago as 
cloud computing, mobile platforms, and 
ubiquitous networks.

What does this mean for those of us 
working in higher education technology? 

 Summer was already the busiest time of 
the year for catching up on projects from 
the previous school year and implement-
ing a growing list of new technologies 
and capabilities for the upcoming fall 
term. There was never any shortage of 
work. The need to be always connected 
has moved campus technology to a high-
wire act of mission-critical tasks, with 
virtually no downtime. Putting out our 
best effort over the summer is no longer 
good enough as students and faculty 
collaborate from across the globe. Our 
roles in campus technology are becom-
ing more expansive as we help our stu-
dents and faculty navigate the practice 
and policy changes brought about by 

these new technologies. For example, 
this past summer the IT organization at 
the University of Michigan–Ann Arbor 
participated in the development of a new 
online course for incoming students in 
the College of Literature, Science, and 
Arts: “Digital Wolverines: Global Citi-
zenship and Diversity in a Digital Age.” 
This course addresses topics such as 
online privacy and security, fake news, 
trolling, digital wellness, and digital citi-
zenship while providing an opportunity 
for our incoming students to read about, 
reflect on, and discuss with other incom-
ing students these issues related to global 
citizenship and diversity in a digital 
age. In a relatively short time frame, IT 

organizations have moved from being 
peripheral to campus planning to 

serving as a vital utility (with the 
reliability and resiliency that 

entails), to assuming a new role 
as a strategic differentiator for 
our campuses. This new role 
creates additional respon-
sibilities for developing or 
enabling policy areas such as 
security, privacy, and digital 

citizenship. At the same time, all 
of this acceleration and expan-

sion is happening as colleges and 
universities are facing resource 

constraints, limited tuition increases, 
and tightly managed enrollment targets.

As Friedman’s book affirms, the 
acceleration we already feel is real and 
is being felt in every part of our higher 
education institutions. Those of us in 
campus IT organizations can no longer 
keep up by working harder or smarter. 
We can’t simply keep doing the same 
things better or throwing more dollars or 
staff at problems. Part of this acceleration 
is brought about by the external forces 
of technology around us: the iPhone, the 
automated vehicles, virtual reality, the 
capabilities of the cloud, and expecta-
tions about how the IT organization 
should mediate with all these disruptors. 
And part is due to the changing nature 
of the institutions we serve. College 
and university missions and portfolios 
have expanded outside of teaching and 
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research and now encompass intensive 
data science and research, management 
of large health systems and athletic 
programs, and support for large online 
learning environments and outreach 
programs with varied technology needs. 
All of this work requires more connected 
and integrated systems, leaders who 
think differently about how we should 
deliver and optimize information tech-
nology, and a more adaptive workforce.

Building a Learning Organization
Higher education information technol-
ogy is fortunate to have a workforce that 
is motivated by mission and is highly 
focused on improving the user experi-
ences and outcomes of faculty and stu-
dents. When IT leaders take advantage 
of these inherent strengths and bolster 

them with strategic  investments in 
training , the organizations are better 
able to stay at the edge of the technology-
adoption curve that campuses increas-
ingly require. While the demand is 
growing for many current services, it is 
the demand for the yet-to-be-defined 
future services that will provide new 
challenges to the workforce as IT  

organizations move from service pro-
vider to the evolving roles of service 
manager, advisor, advocate, and broker. 
At the University of Michigan, ser-
vices at the edge of that adop-
tion curve include 5G net-
works for research data, 
h i g h - p e r f o r m a n c e  
c o m p u t i n g  i n  t h e 
cloud, and security 
as a service for spe-
cific, highly regulated 
research efforts. These 
new roles and the ser-
vices they enable will 
lead to greater acceleration 
and the development of addi-
tional, not-yet-imagined roles for the IT 
organization. 

I often like to describe technology 
organizations as a balancing act between 
reaching for the stars and keeping the 
planes flying on time. Today’s technol-
ogy organizations need to balance 
promoting discovery, which involves 

inquiry and risk-taking, with provid-
ing rock-solid, dependable services 

at scale, which involves a high level 
of complexity and coordination. 

Doing both requires think-
ing innovatively and working 
with others across campus and 
outside the institution. The IT 
organization can thrive in this 

accelerating environment by 
becoming an agile learning orga-

nization. To do so, leaders need 
to think differently about how they 

develop and sustain their workforce, 
from fostering innovation and support-
ing learning through structured and 
unstructured methods, to embracing 
experimentation and learning with cam-
pus and industry peers, to encouraging 
learning from pilots quickly and without 
penalty.

Fostering Innovation
Colleges and universities are more 
diverse and experiential, with faculty 
and students always connected to their 
devices and networks. Much of what 
is happening in higher education is 

reflected in IT organizations. IT teams 
are likewise more diverse, staff and part-
ners are more connected, and the ability 

to collaborate with other teams is an 
expectation not an exception. 

It is important to provide 
opportunities for IT staff 

to work through tech-
nology challenges with 
their peers in both safe 
and supported ways. 

The most trans-
formational work that 

we IT professionals 
can do is working across 

interdisciplinary bound-
aries. When we are able to 

bring people together from varying 
 backgrounds and help them form teams, 
the resulting diversity of perspective, 
thought, and opinion leads to better 
results. Giving teams safe ways to prac-
tice this results in better outcomes when 
the stakes are higher. The annual “Hacks 
with Friends” event for the University 
of Michigan IT community is a great 
example of a safe, fun environment for 
practicing and modeling these efforts. 
Teams from across campus have thirty 
hours to produce a minimally viable 
product. This year’s winning entry—
“TriggerFigureOuter,” a migraine trigger-
tracking identification tool—brought 
together groups from central IT, engi-
neering IT, health IT, and dentistry IT 
organizations. 

Other ways to bring people together 
include communities of practice, regu-
larly scheduled brown-bag meetings, 
and IT symposiums and poster sessions 
that provide open forums for staff to gain 
fresh perspectives from different areas 
of the institution. Leadership training 
and mentorship programs also help to 
develop the soft skills and the cross-
organizational communication critical 
to an IT organization’s success. 

Providing Ongoing  
Support for Managers
Managing in technology organizations 
has become increasingly challenging 
as teams often work across multiple  

The 
most 

transformational 
work that we IT 

professionals can do 
is working across 
interdisciplinary 

boundaries.
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There are many modes of learning. Which is why Node® transitions quickly and 
easily from one classroom configuration to the next. If you’re ready to create an 
active learning environment for your students, discover the chair that started it all.
 
See Node in action at steelcase.com/node 

Node. 
Seating designed  
for learning.
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technology platforms and projects. This is 
all the more difficult because of the rapid 
acceleration in technology; managers may 
have only the most basic understanding 
of what will be needed next. As a learning 
organization, the IT organization needs 
leaders who will rethink support for 
managers and human resource func-
tions and will focus much more 
on workforce development 
for the organization, also 
while helping manag-
ers and teams develop 
professional plans 
for their groups and 
individual members. 
Often this is as simple 
as finding examples of 
what is working inside 
and outside the organization 
and supporting those cases with 
policies that encourage experimentation. 
Some of these will be small opportunities 
that can be leveraged and expanded into 
larger opportunities across the organiza-
tion. For example, at the University of 
Michigan, we have developed staff rota-
tions from the service center into desktop 
support, and rotations from desktop sup-
port into desktop engineering, allowing 
the organization to retain valuable staff 
while providing the staff with opportuni-
ties to expand their skill sets. 

Early last spring I was having a con-
versation with a member of my team 

about a vision for workforce develop-
ment that provides ladders for staff to 
gain new skills and opportunities and 
contribute to the organization through 
job rotations, workforce training plans, 
and skills-development investment at 
scale. Not ten minutes later, another team 

member stopped by my office to share 
that he was participating in an 

engineering rotation within 
his desktop support team 

to develop new skills. 
He was excited about 
the opportunity, and 
I was both excited for 
him and happy about 

what it said about the 
culture we are creat-

ing in our organization. 
This is the type of thing that 

makes my day as a leader. It’s 
not always the big developments that are 
exciting; sometimes it’s something small 
that shows we are heading in the right 
direction. 

One of the most important skills to 
develop in our IT organizations is an abil-
ity to take some calculated risks in devel-
oping new capabilities, business models, 
and services. This is best exemplified by 
piloting services. True pilots of services 
give us the opportunity to make honest 
assessments of what we learned, but they 
also require us to make hard decisions 
about whether to approve a service for 

implementation or to not progress it 
forward (perhaps because this isn’t the 
right time or the right service for our 
institution). When pilots are viewed as 
learning opportunities by organizations, 
then by definition all pilots are success-
ful, in that they contribute both to a better 
understanding of the problem and to a 
solution. It takes discipline to adopt a true 
pilot mindset, structuring the pilot as a 
learning opportunity and staying true to 
an agreed-upon set of criteria for making 
a go-forward decision. It is easy to fall into 
the trap of full implementation because 
of a vocal constituency or because every-
one else is going forward. Once a series of 
pilots has sent services back to be rede-
signed, determined now is not the right 
time for this service, or captured lessons 
learned and decided not to go forward, 
subsequent pilots more easily become 
true learning opportunities. 

Partnering with Industry
Industr y partnerships are becom-
ing increasingly important to higher 
education institutions as faculty and 
students begin to address the most 
challenging research problems. When I 
moved across the country from Seattle 
to Detroit, I had to relearn the “Big 
Three” as Ford, General Motors, and 
Chrysler—not Microsoft, Amazon, and 
Google. However, all six are interested in 
partnering with colleges and universities 

One 
of the most 

important skills 
to develop in our  
IT organizations  

is an ability to take 
some calculated 

risks.
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to explore the paradigms of connected 
transportation and mobility, whether 
through drones, connected cities, or 
autonomous vehicles. 

Some of  the most  interesting 
 questions about how we will interact 
and share information in this connected, 
mobile world are being asked through 
these partnerships. Health care and 
cybersecurity are two other strong areas 
of collaboration between industry and 
higher education. The complexity and 
scale of these multidisciplinary prob-
lems require forging broad partnerships 
and sharing information across both 
institutions and industries. 

Learning from Peers
On the final day of the EDUCAUSE 2016 
annual conference in Anaheim, Califor-
nia, I attended one of the last sessions 
of the day: “Culture Shift: How DevOps 
Changed the Way We Think about IT,” 
by Adam Mikeal, director of information 
technology for the College of Architec-
ture at Texas A&M University. Despite 
the thinning crowds as vendors packed 
up their exhibits and others caught 
flights back home, Mikeal’s session was 
at overflow capacity. Higher education 
leaders recognized the need to learn 
about the DevOps movement that is 

being rapidly and broadly adopted by 
our industry peers, and how it could be 
implemented in the college/university 
environment. 

To me, this represented what is 
best about IT leadership: an 
eagerness to learn about 
practices from outside 
our industry and to 
share our successes, 
failures, and chal-
lenges. As Mikeal 
shared his college’s 
initial steps toward 
i m p l e m e n t i n g  a 
DevOps culture with 
software development, 
and how the school moved 
to more fully embrace automa-
tion, I could see leaders across the room 
beginning to understand the power and 
potential of this new methodology for 
their own organizations and campuses. 
And even more importantly, I saw that 
they were exercising the mindset of trying 
something new, perhaps at a smaller scale.

One of the best things about higher 
education is the collaborative nature of 
our peers. There is an unmatched cama-
raderie across the higher education IT 
profession and a willingness to contribute 
to each other’s successes, share the good 
along with the real lessons learned, and 
allow all of us to improve and add value 
with each iteration. I experienced this as 
a new leader in higher education nine 

years ago, and I felt it again this year when 
I joined my new institution, the University 
of Michigan. Learning and sharing is part 
of our DNA in higher education. 

This past summer, I took a 
busload of IT leaders from 

Michigan to Notre Dame 
to learn about Notre 

Dame’s journey to 
the cloud for its 
campus infrastruc-
t u r e .  A l t h o u g h 
t h e re  m i gh t  b e 
an intense rivalry 

b etween the two 
universities’ athletic 

teams, the members 
of Notre Dame’s IT team 

were immensely collabora-
tive and collegial as they shared as 

much as could be packed into a day. 
They answered every question we asked 
and shared their successes as well as 
the harder lessons learned overall. The 
day proved to be incredibly productive 
for everyone who attended from both 
institutions. 

The University of Michigan team that 
traveled to Notre Dame represented all 
parts of our campus—from the business 
school to medicine to research to the 
central IT organization. On the bus ride 
there and back, we rotated seats every 
thirty minutes to learn more about one 
another. We purposely chose seatmates 
from outside our own organizations and 

DevOps
DevOps is the sharing of 
responsibilities between software 
development, service operation, 
and quality assurance—creating 
a close-knit organization. The 
benefit of the DevOps process 
and culture is the ability for 
developers to utilize automated 
testing, deployment, and system 
infrastructure changes as part of 
daily work—commonly known 
as continuous integration/
continuous delivery (CI/CD)—to 
deliver projects and systems more 
quickly and with higher value.  

There is 
an unmatched 

camaraderie across 
the higher education 
IT profession and a 

willingness to contribute 
to each other’s 

successes.
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discussed our backgrounds, what we 
hoped to learn, and what we could apply 
or consider  trying back at Michigan. As 
in most other aspects of life, the trip to 
Notre Dame became as much about the 
journey as the destination, about how 
we learned together and shared with one 
another. It’s not every day that you can 
take fifty IT leaders on a one-day, seven-
hour, round-trip bus trip and have 
everyone leave the bus energized and 
in good spirits, ready to share what they 
learned with their teams. 

A Journey of Continuous 
Change and Improvement
While a physical bus can fit only so many 
people, those of us in higher education 
IT organizations need to make sure to 
invite everyone on the metaphoric bus. 
We can do this by making all managers 
accountable for creating professional 

development plans for each person 
in their group and by helping them to 
understand the implications of business 
demands or changes for their areas—as 
well as the importance of communicat-
ing these implications to their teams. 

The campus technology organization, 
just like the larger college or university, 
is ultimately a people business. These 
organizations are only as good as the skills 
and culture of their people. The most 
successful technology organizations and 
higher education institutions create envi-
ronments that are supportive and collab-
orative, and that provide opportunities 
for cross-training and technical and pro-
fessional growth for all their staff. They 
create opportunities for staff to learn 
from one another as well as from others 
outside the organization/institution. 

People who work in information 
technology, no matter the industry, 

are naturally curious individuals who 
embrace change. As IT leaders, we too 
must commit to a journey of continu-
ous change and improvement. Some of 
us are lucky enough to do this work in 
higher education, where every day we 
are urged by our faculty and students 
to push the boundaries, driven some-
times by technology and sometimes by 
cultural change. It is our responsibility 
to make sure our teams are prepared 
and supported as we take this journey 
together.  n

© 2017 Kelli Trosvig
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Kirk Kelly and Brenna Kutch

B
ack in the 1990s to the mid-2000s, 
a phenomenon swept the United 
States in higher education: 
swanky new recreation centers 
with impressive new climbing 
walls.  For the colleges and 
universities that followed the 

trend, these centers became a highlight of 
every campus tour as a way to help convince 
students that this institution was the school for 
them and that their lives—with the cascade of 
multicolored plastic rocks at their fingertips—
would finally be complete.

Caring
From  
CLIMBING 
WALLS  
To  
A CULTURE  
Of
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On the employment side, we’ve seen 
a similar trend with technology compa-
nies. This can take the form of many on-
site attractions, including dry cleaning, 
executive chefs for evening meals, kegs 
of beer, hair salons, jungle-gym slides, 
and more. At this rate, daily goat yoga 
sessions can’t be far behind. To be clear, 
I’ll state that none of these things are bad: 
they are good additions to a workplace 
that is employee-focused. Be it climbing 
walls or helicopter rides, these amenities 
give campuses and tech companies alike 
strong recruiting tools, but ultimately, it 
is doubtful that they significantly move 
the needle when it comes to student or 
employee retention. They are not the core 
of, and cannot replace, what makes a cam-
pus or workplace fundamentally great.

Higher education is realizing that stu-
dent success takes more than ostentatious 
facilities. As a result, it is focusing on what 
this success actually means, what contrib-
utes to the success, and what the services 
we provide are doing to drive that success 
forward. Many campuses are concentrat-
ing on coordinated care networks, which 
support not only educational success 
but also mental and financial health. 
Likewise, this is what higher education 
must do to move forward with employee 
success and engagement. Organiza-
tions with significantly less funding (e.g., 
higher education and the public sector) 
can never keep up with private tech com-
panies; however, that doesn’t mean they 
are noncompetitive. Even though higher 
education may not be able to compete in a 
traditional sense (from salons to salaries), 
it can offer something different—some-
thing that really matters and that doesn’t 
require massive funding efforts. This 
something is the genuine culture of the 
organization: employees’ relationships 

with their boss and others and whether or 
not they feel cared for.

Work involving employee engagement 
isn’t new; in fact, Gallup has been survey-
ing this topic since the 1990s.1 In recent 
years, however, the focus has shifted 
more to caring for employees on a human 
level and away from offering flashy perks 
that “should” equate to engagement and 
retention. Fortunately, research dem-
onstrates time and again that engaged 
employees have a dramatic positive 
effect on the workplace in the form of 
productivity, customer service, higher 
retention, and support of and involve-
ment in the core mission.2 In fact, in The 
Employee Experience Advantage, Jacob Mor-
gan emphasizes quality over quantity in 
terms of staffing. Companies that invest 

in the employee experience can be more 
successful with fewer, higher-paid, and 
more engaged employees. The secret lies 
in the core elements of the workplace 
culture and not just the physical ameni-
ties. This book uses the phrase employee 
experience rather than employee engagement 
and defines the employee expe-
rience by asking, “Do you 
show up to work every 
day with the intention 
of helping others suc-
ceed?” rather than the 
traditional employee-
engagement question, 
“Do you wake up every 
morning wanting to go to 
work?”3

Whether defined as 
engagement, experience, or 
any other number of words, the goal is 
the same. Mike Myatt, in a Forbes maga-
zine article, summed this up excellently: 
“If you fail to care about people at a 
human level, at an emotional level, they’ll 

eventually  leave you regardless of how 
much you pay them.”4

What Is a Culture of Caring?
There are many definitions of leadership, 
of course, but Simon Sinek, author of 
the book Start with Why: How Great Lead-
ers Inspire Everyone to Take Action (2009), 
may have described it best: “Leadership 
is not about being in charge. Leader-
ship is about taking care of those in your 
charge.”5 Building a culture of caring 
means providing a supportive environ-
ment that is focused on the employees; 
it means truly wanting to take care of 
them.6 Creating this environment is 
a fairly well researched concept, and 
there have been many books, articles, 
TED Talks, and even comic strips (with 

some great examples of what not 
to do) about how to provide this 
environment. 

A culture of caring is employee-
centered, which means being 
human-centered . And at the core 
of every human, sometimes buried 
deep beneath logic and sensibility, 
are feelings that influence every 

aspect of our lives. Think about the 
time spent at work: in general, these are 
the peak productive years of our lives 
(between the ages of 25 and 65), in the 
peak hours of the day (8 am to 5 pm). 
We spend approximately 100,000 hours 
of our lives at work, and it would be 

delusional and possibly cruel to 
expect to leave our humanness 

at home. We cannot simply 
turn into emotionless robots 
of productivity at work.

The poet Maya Angelou 
reminds us of the lasting 

memories that others will 
have of us as people and 

most certainly as leaders: “I’ve 
learned that people will forget 

what you said, people will forget what 
you did, but people will never forget how 
you made them feel.” As we look at how 
to create a culture of caring and have a 
lasting impact in people’s lives, we must 
do so from employees’ perspective: how 
are we making them feel?

Returning to the idea of quality over quantity, 
is it better to have fewer, well-supported, 

dedicated employees or more staff with thinner 
benefits that don’t support them as well?
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They Should Feel Welcome
Feeling welcome centers on the basic 
human need to feel that we truly belong, 
that our contributions are wanted, that 
we are being included. Think of it this 
way: when you approach a circle of 
people talking at a party, either the circle 
remains closed or it opens up to include 
you in the conversation. We all know 
what it feels like to stand on the outside 
and eventually walk away. Is it possible we 
are making our employees feel this way? 

Recruitment and Onboarding
Feeling welcome starts well before the 
first day on the job. The opportunities 
to welcome future employees include 
the organization’s job posting, recruit-
ing tools, interview process, job offer, 
and then the first day and subsequent 
onboarding process. Hiring 
is a two-way process, and the 
organization is responsible 
for how it markets itself dur-
ing recruitment. Does the job 
advertisement reflect why the 
organization is a great place to 
work, or does it merely list a set 
of demands reminiscent of a 
hostage negotiation? Are the interviews 
a positive experience for job-seekers7 or 
an arduous and intimidating experience 
not remotely resembling a day of actual 
work in the organization? On the first 
day, is the new employee directed to an 
empty office and left alone to figure out 
the bureaucratic paperwork process 
and what lunch spots to avoid, or is the 
team and manager there to guide the 
employee through the process of settling 
in at a new organization?

Employees’ first day at a new job is 
one that they will likely remember for 
years to come (be it good or bad), and 
the feeling that organizations give new 
employees will be essential for those 
memories as well as retention. Great 
employees with high expectations 
will often become disillusioned after 
poor onboarding experiences and 
will depart the organization much 
sooner than expected. Many other 
good candidates will never even get that 

far if the recruitment 
process is lackluster 
o r,  wo r s e,  f o c u s e d 
on the checkboxes of 
organizational needs. If 
we care about people, 
we will work hard so 
that employees feel 
welcome during the 
hiring process and throughout their job 
experience. This necessary hard work 
will be well worth the time and will result 
in more successful employees.8

What are a few steps to make this expe-
rience feel more welcoming? Throughout 
the recruitment and hiring process, take 
the time and effort to communicate with 
candidates in a timely fashion. Inform 
new employees why you are excited to 
have them join your organization, and 

provide them with as much information 
as possible about their first few days on 
the job (including a schedule and what 
to expect). Make the onboarding process 
as transparent as possible so that manag-
ers and new employees alike understand 
everything that needs to be accomplished 
in the first few weeks and beyond. Inten-
tionally carve out a welcoming space for 
new employees.

Inclusion
An essential part of employees feel-
ing welcome is an environment that 
encourages people to bring their true 
selves to work. This is not just about the 
numbers and demographics; a culture 
of true inclusion and diversity means an 
environment that is open to encouraging 
discussion, being wrong and learning 
from it, and meeting in the middle. Does 
the organization respect and encourage 
differences, or does it exude a mental-
ity of culture assimilation that would 

impress any Borg or 
Dalek swarm?9 Are lead-
ers a good example of 

the inclusive culture the organi-
zation is trying to create, or does 

their talk differ from their walk?
An un-inclusive organization 

will suffer by driving out anyone 
who does not fit the cookie cutter 

of majority culture. This can result in 
lower-performing teams, harmful press 
(remember the Uber article?), and lack 
of ability to keep diverse talent, which is 
essential for organizational growth. On 
an ethical level, if we care about people, 
we want them all to feel welcome and a 
part of the organization. Acknowledging 
that the tech industry has historically not 
included (or has even actively excluded) 
certain types of people—including 

women, people of color, and LGBTQ 
folks—and that it has been difficult for 
some of these employees to feel welcome 
or to advance in the industry is the first 
step to looking at how to change this 
situation.

In her book Take the Lead, Betsy Myers 
lists authenticity as the first of seven 
leader attributes.10 Like any other aspect 
of workplace culture, authenticity must 
be led by example. Leaders who bring 
their true selves to work every day are 
an important component of encourag-
ing the organization to be authentic and 
inclusive. Leadership must encourage 
healthy conflict practices so that when 
differences inevitably arise, they can 
be handled in a constructive manner. 
Teams and hiring committees, as well as 
organizational leadership, should reflect 
diversity and different perspectives; 
newly hired diverse employees will not 
stick around in an organization that does 
not truly make people feel included.

Feeling welcome centers on the basic  
human need to feel that we truly belong, that 

our contributions are wanted, that we are 
being included.
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They Should Feel Healthy
Although employee wellness programs 
might look like some of the extravagance 
that is unnecessary for a culture of caring, 
they are an essential part of supporting 
employees. Caring about people means 
wanting them to be physically, mentally, 
and emotionally healthy. While research 
is more substantial on physical health, 
the latter two are harder to notice but just 
as crucial.

Benefits and Leave
The first and most obvious way to make 
employees feel healthy is to provide 
them with a good benefits package, not 
to placate them but because you truly 
want them to be healthy and happy. This 
package should go beyond healthcare 
to include retirement, vacation, and 
more. Returning to the idea of quality 
over quantity, is it better to have fewer, 
well-supported, dedicated employees or 
more staff with thinner benefits that don’t 
support them as well? Do you encour-
age employees to not exceed a 40-hour 
work week whenever possible, or do you 

expect them (either verbally or by exam-
ple) to often work longer hours, leaving 
them physically and mentally exhausted 
when they are at work? Do you encour-
age them to take time to care for their 
families via a healthy work/life balance, 
or do you expect the organization to be 
their topmost priority at all times? Do you 
provide time and resources for therapy or 
other forms of mental health, or do you 
acknowledge only physical sickness?

The effects of an unhealthy work 
culture range far beyond lost productiv-
ity from sick days, though the physical 
effects of mental and emotional stress can 
certainly add to these days. Employees 
with sick family members or emotional 
distress will be “checked out,” which is 
something that cannot be overcome by 
lectures or discipline but only by sup-
port, time, and resources. Those who 
never take the time to unplug from work 
for a week or two at a time will be over-
loaded and overextended without time 
to relax and focus on themselves and 
their families. Despite what policy may 
dictate, having a boss who responds to 

emails regularly at night and on weekends 
will make employees feel pressured into 
being connected at all times.

How can you help people feel healthy 
through benefits? Provide a benefits 
package that shows you care about your 
employees and that values the person and 
not just the financial impact. Promote 
a culture of real work/life balance by 
encouraging employees to unplug when 
they’re not at work and by beginning 
this behavior with managers and lead-
ers. The organization not only will lead 
by example but also will demonstrate 
trust that employees can handle things as 
needed. Finally, poor sleep can have dras-
tic effects, so if an employee isn’t sleeping 
often, find out what is going on and see if 
something can be done at work to help.

Physical Environment
Create a workspace that employees enjoy 
and that facilitates their physical health. 
Do you ask staff where, when, and how 
they prefer to work and try to accom-
modate that, or do you assign spaces and 
schedules with no flexibility? When staff 

pp 36-49 Feat 3 - Kelly_Kutch.indd   41 8/14/17   2:11 PM

https://www.entrepreneur.com/article/247799
https://www.fastcompany.com/1844006/vacation-unplugged
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC1739867/pdf/v057p00649.pdf
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC1739867/pdf/v057p00649.pdf


42 EDUCAUSEr e v i ew  SEPTEMBER /OCTOBER  2017

From Climbing Walls to a Culture of Caring

ask for higher-quality chairs or standing 
desks, do you take their physical needs 
into consideration and invest in their 
workspaces? Do you have a refrigerator 
and prep area for staff who want to bring 
healthy home-cooked lunches, or is din-
ing out every day the only option? Do you 
encourage employees to walk around and 
stretch throughout the day?

Skimping on physical support for 
the sake of saving a few dollars will have 
much greater financial impact in the 
long run. The physical repercussions 
of our techno-industrialized culture in 
which we spend most of our daytime 
hours sitting (often with poor posture) 
can spawn serious negative health issues, 
from musculoskeletal to cardiovascular 
and more. Staff who feel forced into a 
physical environment that is a mismatch 
to their working style, such as in a bland 
cubicle or with no scheduling flexibil-
ity, will be less engaged and less excited 
about coming to work. Those who have 
no option other than dining out will end 
up spending more and likely eating a less 
healthy diet than if they could manage 
their own lunch and snacks throughout 
the day.

To help encourage health through the 
physical environment, look at the work-
place from the viewpoint of employees 
and also ask them what they need. See 
where you can be more accommodat-
ing. Approach scheduling and location 
flexibility with an open mind and find 
a way to meet in the middle if possible. 
Encourage employees to personalize 
their office spaces. Encourage walking 
meetings, stretch breaks, or group activi-
ties such as lunchtime yoga or potlucks. 
Staff are full of great ideas and have many 
different perspectives; utilize that to 
come up with ideas for making the work-
place a physically supportive, healthy 
place to be every day.

They Should Feel Trusted
We all want to feel trusted, but we some-
times have trouble giving our trust to 
others. If we care about our employees, 
we should genuinely have faith and trust 
in their abilities and motives.

Autonomy
In his book Drive: The Surprising Truth 
about What Motivates Us, Daniel H. Pink 
talks extensively about autonomy—that 
it’s in our nature is to be curious and 
self-directed, not inert and passive.11 
Autonomy means acting with choice, 
being players not pawns. Do you lead 
your staff with autonomy (which breeds 
engagement) or with control (which 
breeds compliance)? Are employees 
empowered to make decisions, or are 
they told that they must consult with 
management for everything? Do they 
refer to management as trusting or as 
micromanagers? The repercussions of 
a micromanaged workplace that lacks 
trust are disastrous. Loss of productiv-
ity, increased stagnation, high turnover, 
less collaboration, and higher stress 
are all problems found in low-trust 
organizations.

To increase autonomy, empathize 
with your employees’ point of view. 
Assign goals, not tasks, and realize that 
many people will take different paths 
to accomplish the same goal. Allow 
employees to select their own schedules, 
environments, and teams when pos-
sible. Understand how they work best 
and what kind of feedback is the right 
balance of structure and autonomy.

Transparency and  
Two-Way Communication
Caring for employees includes giving 
them the information they need to do 
their jobs autonomously so that they 
can perform the best work possible. Do 
you default to sharing organizational 
information unless it is confidential, 
or do you keep things hidden unless 
someone asks? Do employees know how 
decisions are made (and by whom), or 
is the leadership process a black box? 
Are employees allowed to ask ques-
tions at all levels of leadership, or do 
they feel they will be punished for their 
curiosity?

Leaders who are opaque and closed 
off from staff can damage the feeling of 
trust, which is particularly crucial dur-
ing rough times when hard decisions 
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need to be made. If you don’t communi-
cate with employees, they may assume 
you are hiding information and may fill 
the void with their own stories, which 
will increase the rift between leadership 
and frontline staff. Lack of information 
flow also means that the organization 
will have less capacity to know what’s 
going on and to make decisions, which 
will have its own set of logistical issues. 

Increasing transparency must be 
done strategically, since not everything 
should be shared. Make budget infor-
mation or meeting minutes available, 
whether online or in person. When 
you survey staff, share the results and 
what you’ve done as a result. When staff 
request information that you can’t share, 
explain why it can’t be shared and avoid 
penalizing them for their curiosity.

They Should Feel As  
Though They Are an Investment
Caring for employees at a human level 
includes furthering their learning and 
development—and not just because 
doing so benefits the organization. 

Professional Development
Investing in professional development 
means you value their learning. Do you 
commit to sending them to needed train-
ing, or is “it’s not in the budget” a com-
monly heard phrase in the organization? 
Do you proactively provide nontechni-
cal opportunities that might be helpful, 
or do you simply react to what people ask 
for? When employees seek out learning, 
do you consider their future career path 
or only whether the training will benefit 
their current jobs?

Claiming to care about employees 
but not investing in their learning and 
development is an obvious disconnect 
that they will notice. Though profes-
sional development budgets may be an 
easy target for reductions, keep them 
steady, especially in times of shrinking 
funding. Understand what your staff 
members want to learn. In addition to 
conferences, there are other low-budget 
learning options such as cross-training, 
projects, or online courses. For college 
and university employees, many classes 
can be audited or taken for credit at very 

low cost. Think about the nontechni-
cal skills that are useful for employees 
regardless of their job function (e.g., 
communication or time management), 
and proactively organize on-site training 
to get more learn for your dollar.

Humans are generally unhappy 
with stagnation. If your employees feel 
“stuck,” they will likely look to another 
organization to provide opportunities 
for growth. Refusing to invest in your 
employees will cause negative repercus-
sions not only for the individual but for 
the organization as well.

Mastery and Flow
Caring about employees means you 
want them to enjoy and be challenged 
by their work. In Drive, Pink notes that 
mastery isn’t just about excelling in a 
skill; it is also about reaching that point 
of optimal challenge that balances the 
“Goldilocks line” between too difficult 
and too easy. Is the work you assign 
your staff appropriately challenging, or 
are they constantly finding themselves 
bored or overwhelmed? While work 
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that is too hard and work that is too easy 
sound like opposite problems, they will 
likely have a similar effect: your employ-
ees will be unsuccessful and will leave 
the organization to seek out something 
that is appropriately challenging. Bored 
or floundering employees are less pro-
ductive and less likely to be giving discre-
tionary effort to your organization.

In addition, flow and mastery cause 
employees to get lost in their work. Do 
you provide the time and space for them 
to get “sucked in,” or are they constantly 
being interrupted by meetings or 
inefficient communication prac-
tices? Do you invest the resources 
(time, energy, and money) to give 
them the surroundings they 
need to for mastery and flow, 
or do you expect them to find 
mastery on their own? Con-
stant interruptions mean more 
time is wasted with stopping 
and starting—leading to higher 
frustration and lower output.

To support flow, find out what 
your employees are interested in and 

what makes them lose track of time. 
Review meeting and communication 
practices to ensure that interruptions 
are being tamed as much as possible. 
Consider blocking off one day a month 
on everyone’s calendars so that they can 
catch up, achieve flow, or dive into learn-
ing something new.

Tools and Technology
Employees must have the tools necessary 
to do their jobs well. In his book The 
Employee Experience Advantage, Morgan 

challenges organizations to use 
consumer-grade technology (i.e., 

user-friendly).12 Do you provide 
staff with newer, easier-to-use 
technologies, or are they using 
technologies that are decades 
old? 

Skimping on tools means 
that more time is wasted find-
ing ways to perform work with 

subpar resources, and in IT 
organizations, that can mean that 

a significant amount of time is spent cre-
ating new technologies to tape together 

the misgivings of old ones. Refusing to 
spend a few hundred dollars to greatly 
improve employees’ ability to do their 
job will be perceived as not understand-
ing or caring about their work. 

Make sure you know what your staff 
members do and the tools they need. 
Instead of creating workarounds, take 
a serious look at a permanent solution. 
Finally, provide useful technologies, but 
be sure you’re not using them as a substi-
tute for face-to-face interaction.

They Should Feel Heard
When you care about people, you care 
about what they have to say. You care that 
they feel respected, heard, and valued—
isn’t that a basic desire that drives us all? 
Plus, employees often have great ideas 
that can help the organization. Listen-
ing to your staff may take time and may 
occasionally feel less important than 
some of the more pressing or technical 
aspects of leading an IT organization, 
but doing so is essential for building a 
department with staff who feel cared for 
at an individual, personal level and who 
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feel comfortable sharing ideas and ask-
ing questions.

Communication with Leadership
Listening to people lets them know 
you care. Are you actually listening to 
employees when they talk to you, or 
are you “multitasking” and not really 
absorbing their words? Are you paying 
attention, or are you just waiting for your 
turn to speak? Are you interested in who 
they are as a whole person, or do you 
care just about the job-related parts?

Your employees can usually tell when 
you are feigning interest, which is argu-
ably more insulting than completely 
ignoring them. If they feel that talking to 
you is a waste of their time, they’ll likely 
stop. Listening (or not) will set a very 
strong example for the rest of 
the organization despite what 
you claim to value.

If you are worried about 
forgetting ideas when your 
employees are talking, jot 
down on a piece of paper notes 
about what you want to say. 
Make sure you won’t be dis-
tracted by emails or text mes-
sages when you are talking to someone. 
Initiate conversations and ask questions. 
Take a genuine interest in employees’ 
lives and their problems, even if not 
job-related. 

Feedback
Hearing what employees think is dif-
ficult if you never ask for their feed-
back. Even the best leaders can’t think 
of everything, and the perspectives of 
frontline staff are invaluable for under-
standing the organization and getting 
new ideas to solve ever-changing prob-
lems. Do you ask staff what they think, or 
do you assume you know it all since you 
are the leader or once performed their 
duties? When you receive negative feed-
back, do you have humility and use it as 
constructive guidance, or do you punish 
honesty? When your employees tell you 
things, do they see changes as a result, or 
does their feedback go into a mental file 
cabinet never to be discussed again?

Not asking for or listening to feedback 
will cause your employees to feel disre-
spected, unimportant, or not valuable. 
Ignored employees are less engaged and 
productive, and they take more sick time. 
Employees who feel disenfranchised 
can actively damage the organization 
by spreading their sentiment to others. 
Refusing to care about your employees’ 
opinions is one very effective way to dam-
age loyalty to you or the organization.

Be sure to incorporate employees’ 
suggestions when appropriate. Set up 
multiple venues for providing feedback, 
from anonymous forms to group exer-
cises in staff meetings. Provide staff with 
space and time to talk to you, and avoid 
the “open door policy,” which puts the 
impetus solely on them. Demonstrate 

your appreciation by ensuring that you 
are prepared to accept negative feedback 
without resorting to anger and accusa-
tions or ignoring what they have told you.

Difficult Conversations
Leaders must be able to have difficult, 
emotional conversations with staff and 
must set an example for how they expect 
others to communicate as well. When 
someone criticizes a decision you made, 
do you reflect on the situation, or do you 
get angry? If you are having a bad day and 
an employee comes to you frustrated, 
do you explain that you’d prefer 
to have the conversation later, or 
do you let the conversation get 
heated to a damaging level? When 
someone sends an accusatory 
email, do you spend an 
hour writing a zinger 
of a response, 
or do you 
pick 

up the phone and try to understand the 
sender’s viewpoint? Employees who 
aren’t sure which “version” of you they 
will get will not feel comfortable coming 
to you with their concerns. If they fear 
an angry or retaliatory reaction, they 
will quickly lose trust in you and the 
organization.

Consider reading Crucial Conversations 
or Fierce Conversations or one of the many 
other books about constructive commu-
nication in stressful situations.13 Make 
sure your employees feel safe talking 
to you about difficult things, including 
criticism of the organization. Hold man-
agers to the same standards, and check in 
with them about their difficult conver-
sations, ensuring they are having these 
conversations when necessary. 

They Should Feel As Though 
They’re Making a Difference
Making a difference and affecting the 
world around us is one of the strongest 
motivators for why we do anything. Help-
ing employees find that fulfillment in 
(and also outside of) their jobs is one way 
to demonstrate that you care. 

Purpose
Purpose is the intrinsic human drive 
to work toward something greater than 
oneself. It must be infused into the 
daily work of employees. Do employees 

understand how their work benefits 
the greater good of the organiza-

tion, or do they see only the 
small circle of influence closest 

to them? Are they engaged with 
the larger purpose of the organi-

zation, or do they simply show up 
for eight hours a day and then go 
home? Do they spend a majority 
of their time in a job mindset, a 

Leaders must be able to have difficult, 
emotional conversations with staff and must 
set an example for how they expect others to 

communicate as well.
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career mindset, or a purpose mindset?14 
Does the work they do for the organi-
zation align with their personal goals 
regarding the differences they want to 
make throughout their life?

Employees who do not have a strong 
sense of purpose in their work lack the 
guiding star of motivation. They may 
not see the value in the less exciting 
aspects of their work and may thus feel 
less inclined to do those tasks. A lack of 
purpose for the organization or for their 
own lives will eventually leave them 
unfulfilled, no matter whether other 
aspects of the job are great.

How can an organization create pur-
pose? It may just take some connecting the 
dots. Higher education and other public 
services have already been tasked with 
serving the public good, so purpose is 
fairly easy both to define and to draw a line 
to.15 Talk to employees about the purpose 
they find in their life, their job, and the 
organization and about how (or if) those 
all align. Survey your entire staff to see if 
they find purpose in the work they do.16 

Connection
Myers says it best in Take the Lead: “Feel-
ing connected to others is what gives 
our lives meaning and fuels our sense 
of belonging. A sense of connection can 
come from a shared passion, a shared 
experience or history, a shared goal 
or mission. It speaks to our desire to 
identify with and feel part of something 
bigger than ourselves.”17 Caring for 
employees means encouraging those 
connections to further solidify their 
sense of purpose. Do employees have 
personal connections at work so that 
they can understand how their work 
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affects others, or do they feel like an 
army of one? Do they see the difference 
they make with their work, or is there a 
wall that they can’t see past? Do they feel 
encouraged to connect with coworkers 
and the community, or do they think 
their jobs end at the proverbial door? 

How can you promote a sense of con-
nection between employees and their 
community? Create or encourage events 
that draw the two together, such as host-
ing or volunteering at community events 
(colleges and universities have many 
options available). Find mentoring or 
other volunteer opportunities to provide 
one-on-one time with individuals. Look 
for ways to bring your community into 
the workplace, or highlight individual 
stories of how your organization has 
made a difference.

Why Care?
Ultimately, creating a culture of caring 
will make the difference between paying 
employees to work for the organization 
and having them get up in the morning 
wanting to work for the organization. Staff 
will be more engaged, more committed, 
and more productive, will encourage 
others, and will live longer lives. Caring 
can’t be faked. While this article has 
mentioned many ways to focus on a 
culture of caring, caring is not a list of 
boxes to check off. It is never “finished.” 
Training people to genuinely care is 
difficult to do, so organizational leaders 
must keep this attribute in mind, along 
with the traditional technical skills, when 
selecting managers. A culture of caring 
must be led by example from the top 
down. If created successfully, this culture 
will infuse an organization with a feeling 
and an energy that cannot be replicated 
no matter the amount of money spent on 
climbing walls or executive chefs.  n

Notes
 1. See “Gallup Q12 Employee Engagement Survey,” 

Gallup website, accessed July 10, 2017.
 2. John Baldoni, “Employee Engagement Does 

More than Boost Productivity,” Harvard Business 
Review, July 4, 2013.

 3. Jacob Morgan, The Employee Experience Advantage: 
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Connections Editor: Bret Ingerman

CONNECTIONS

L
ast March, activists in the Open Educational 
Resources (OER) movement and representatives of 
the publishing industry debated with each other 
at the 2017 SXSW EDU Conference and Festival. 
When the dust settled, the two sides agreed on two 

things: (1) the textbook publishing market is “broken,” and (2) 
the future of courseware will be increasingly digital.

OER are “teaching, learning, and research resources that 
reside in the public domain or have been released under an 
intellectual property license that permits their free use and 
repurposing by others. OER include full courses, course 
materials, modules, textbooks, streaming videos, tests, 
software, and any other tools, materials, or techniques used to 
support access to knowledge.”1 The 
OER movement is rooted in MIT’s 
OpenCourseWare project. There 
are now dozens of repositories that 
share textbooks, digital resources, 
and teaching materials.  The 
movement continues to strengthen 
and gain acceptance. Despite 
the glut of information supply, 
textbook publishers continue to 
increase prices at unsustainable 
rates.

Need
According to a study published 
by the General Accountability 
Office in 2013, textbook costs rose 
82 percent between 2002 and 2012—despite the fact that the 
overall rate of inflation, represented by the Consumer Price 
Index, rose only approximately 28 percent during the same 
time period.2 The rapid increase in textbook costs has resulted 
in students increasingly pirating course content, selecting 
classes and majors based on textbook costs, and sharing their 
textbooks with friends and classmates.3

Over 22,000 students attending Florida public colleges and 
universities were surveyed on how the cost of textbooks is 
impacting access to required materials and achievement. Over 
66 percent of students reported not purchasing a required 
textbook due to the high cost, with 38 percent receiving a poor 
grade and 20 percent failing a course without the required 
text.4 Even when students purchase the text, they may not use 

the text to its full extent, choosing not to take notes or highlight 
in the book so that they can recoup a percentage of their money 
by selling it back to the bookstore.

Awareness and Motivation
Awareness of OER as an alternative to expensive textbooks 
has grown significantly in recent years. In mid-July 2016, the 
Babson Survey Research Group reported that faculty aware-
ness was 25 percent, a 20 percent increase from the previous 
year’s survey.5

Cost savings for students are often cited as the major motiva-
tor for faculty to adopt open textbooks in the classroom and 
are what students tell faculty they most appreciate about open 

textbooks, according to a recent 
study of 51 higher education fac-
ulty in California. The quality of 
the content, the ability to repur-
pose or adapt it, and accessibility 
for students both financially and 
through availability of multiple 
formats (e.g., print, PDF, web) were 
also mentioned as key motivators.6 
In an international study, faculty 
and librarians from K-12 schools, 
 community colleges, and colleges/
universities reported using OER 
to get new ideas and inspiration 
for their teaching nearly twice as 
often as they used OER in their 
classrooms. Half of the respon-

dents indicated that staying up-to-date in their subject area 
and broadening the resources available to students were other 
significant motivators for using OER.7

Academic freedom or choice has also been identified as a 
motivator. Sue Tashjian, instructional designer at Northern 
Essex Community College and co-chair of the Massachusetts 
Community Colleges Go Open Statewide Initiative, states: “One 
of the most exciting things I’ve experienced in supporting 
faculty with OER adoption is freedom! Faculty are no longer 
designing courses based on a commercial textbook, by which 
the publisher dictates how the course is delivered. OER gives 
faculty the flexibility to bring in current and relevant course 
materials—enabling them to create and/or adapt the content to 
match learners’ needs and their teaching style.”8

OER: The Future  
of Education Is Open
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By LISA C.  YOUNG , UNA T.  DALY,  and JASON STONE 

Research/Impact
While there is not a great deal of research in regard to student 
success as new textbooks are adopted, there has been a focus on 
student success when OER are adopted. Studies have demon-
strated that no harm has occurred as a result of the use of OER 
and that students are performing at least as well as they did with 
the traditional materials. They have also shown increased stu-
dent retention and student success using OER.9 However, one 
would think if over 50 percent of students who never purchase 
the text now have access to materials, wouldn’t the success rates 
with early and continued access to materials be higher? John 
Gibson, a Glendale Community College faculty member who 
uses OER, has shared that through the use of course analytics, 
he has found that students are not accessing the materials as 
he would like in the electronic format.10 This could lead one to 
question how students are using electronic course materials and 
to work toward the development of best practices to share with 
students for the use of these materials. 

John Hilton III has stated: “Because students and faculty 
members generally find that OER are comparable in quality to 
traditional learning resources, and that the use of OER does not 
appear to negatively influence student learning, one must ques-
tion the value of traditional textbooks. If the average college stu-
dent spends approximately $1000 per year on textbooks and yet 
performs scholastically no better than the student who utilizes 
free OER, what exactly is being purchased with that $1000?”11

Future Directions
Tidewater Community College was the first to develop a degree in 
which an entire associate’s degree pathway, called a Z-Degree, can 
be achieved by taking courses using OER. The college has shared 
that students are using their cost savings for a number of things, 
including taking more courses.12 OER degrees emerged nation-
ally last year at 38 community colleges in 13 states with the launch 
of the OER Degree Initiative by Achieving the Dream (ATD), the 
community college reform network. Contributing to further 
transformation of teaching and learning at the nation’s com-
munity colleges, Dr. Karen A. Stout, president and CEO of ATD, 
added: “Extensive use of OER will enable students to have access 
to more dynamic learning tools and a richer academic experience 
at a cost that will help more students complete their studies.”13

The Community College Consortium for Open Educational 
Resources (CCCOER), with members in 24 U.S. states and Cana-
dian provinces, was founded ten years ago to expand awareness 
and adoption of OER to enhance teaching and learning. The 
consortium’s diverse membership cites many factors contribut-
ing to the growth of open educational practices and resources. 
Quill West, open education project manager at Pierce College 
District (Washington) and CCCOER president, states: “Recog-
nizing that every college is going to approach open education in 
their own way, we help members to advocate for and grow OER 
adoption through sharing their experiences, tools, and future 
plans for spreading OER across their institutions. What we do at 

my college might be vastly different than what works at any other 
member institution, but by sharing what works and discussing 
challenges, we enrich the overall community. CCCOER also 
partners with other advocacy and support organizations such as 
Achieving the Dream and Lumen Learning to grow the wisdom 
and proven practices for to-scale adoption of open education.”14

Conclusion
Though still in its infancy, the OER movement continues to have 
a significant impact on students, faculty, and the way teaching 
is occurring. OER can overcome barriers to students’ access to 
course materials while also reducing the cost of higher edu-
cation and providing opportunities for faculty to customize 
materials to their curriculum and to students’ needs, potentially 
increasing student success. n
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L
ibrarianship at a fine art and design college 
requires flexing information-seeking, interpre-
tation, and analytical muscles that differ from 
those more commonly used in liberal arts or 
science-related academic programs. The majority 

of patrons are teaching or enrolled in studio-based classes, cre-
ating works of art, and designing materials rather than writing 
lengthy research papers. They are also undergoing rigorous 
review—peer-to-peer, professor-to-student, and sometimes 
industry professional–to-student. As a result, a key issue for 
me—as the digital initiatives librarian at the Maryland Institute 
College of Art (MICA)—is how to use technology to bridge con-
temporary and social issues with information literacy within 
the context of an art and design college curriculum.

Rethinking Instructional Platforms
I spend a lot of time researching digital tools. I’ve become an 
advocate for social media platforms like Twitter, chat tools like 
Slack, and project management trackers like Asana. I’m only 
just now exploring GitHub, Git, and Jekyll. Recognizing my 
own digital knowledge gaps has empowered me to learn new 
things and make mistakes. This vulnerability has landed me in 
charge of the library’s social media presence and has allowed 
me to teach workshops such as “Omeka in the Classroom: A 
Teaching Tool for Exhibition Building and Cultural Literacy” 
and “Digital Humanities for Art Historians.” While contemplat-
ing what digital initiatives mean at an art and design college, 
I’m also thinking about when, how, and where I use computer-
based technology in my instruction sessions.

According to Pew Research Center, the most popular social 
media websites are Facebook (68%), Instagram (28%), Pinterest 
(26%), LinkedIn (25%), and Twitter (21%). Three-quarters of 
Facebook users and roughly half of Instagram users visit these 
sites at least once per day.1 The popularity of these tools can 
lead us to have a narrow view of what constitutes social media. 
In very broad terms, social media can be understood as includ-
ing any online technology tools that enable people to commu-
nicate and to share information and resources easily.2 

MICA has had a learning management system (LMS) in 
place for decades, but we are currently moving to an LMS 
that looks and feels more like popular social media sites. Our 
faculty and students have requested an LMS that appeals to 
their aesthetic taste and focuses on user-centered design. They 
want their online educational experience to reflect their social 
online experience and the ease with which they move through 

those environments. In light of this, I began to ask: “Why not 
look at all online platforms as instructional platforms? Why 
wait for a new LMS?”

Technology as a Bridge
After being struck by the numerous topics touched on in 
Beyoncé’s visual album Lemonade (April 2016), I utilized 
Springshare’s web-based research guide platform LibGuides to 
develop “Beyoncé’s ‘Lemonade’ and Information Resources.” 
Lemonade is an hour and five minutes of music, poetry, and 
references to history, literature, and art. It is essentially a short 
film with music rather than traditional dialogue. It required 
several directors and cinematographers to create a beautifully 
shot, cohesive narrative story of a woman going through stages 
of grief, presumably as a result of infidelity, while also address-
ing social justice issues involving police brutality, Black Lives 
Matter, and black womanhood and feminism. Though many 
fans of Beyoncé’s music are drawn to Lemonade, one can see the 
aesthetic value in the work even without being a fan. 

The contemporary and historical issues Beyoncé presents 
in Lemonade offer a perfect opportunity to discuss research 
and information through a point of reference that everyone is 
more or less familiar with. This type of opportunity fits with 
my practice of critical librarianship as the development of criti-
cal thinking and information skills as well as an engagement 
with “diversity, information ethics, access to information, com-
modification of information, labor, academic freedom, human 
rights, engaged citizenry, and neoliberalism.”3 

Some might argue that the topics raised in Lemonade are 
inappropriate for undergraduate students and that addressing 
them does not abide by the idea of keeping a “neutral” or 
“safe” classroom setting. In my view, informed by the work 
of the critical race and feminist theorist bell hooks, treating 
the classroom as a space in which social justice issues are 
not discussed may actually lead students from marginalized 
groups to feel further marginalized and not safe. hooks posits 
the importance of treating students as whole human beings, 
with complex lives and experiences, rather than as “seekers 
after compartmentalized bits of knowledge.”4 

Others in the library and information science field are 
approaching critical librarianship in a similar way. Kai Alexis 
Smith recently authored the “Get Out Resource Guide,” on the 
symbolism and social issues alluded to in Jordan Peele’s film 
Get Out, and “Hip Hop and Activism February 2017,” an event-
based guide that provides resources on the genre and activism. 

Bridging Contemporary and Social 
Issues for Information Literacy 
through Instructional Platforms
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Craig Arthur uses hip-hop sampling as a means to discuss 
plagiarism, changing the traditional punitive narrative to an 
exploratory process of why we cite our sources.5 

Since April 2016, when I created “Beyoncé’s ‘Lemonade’ 
and Information Resources,” it has been viewed over 72,000 
times. It’s been tweeted and shared on Facebook, as well as 
written about in online and print publications. The guide can 
and has been used as a basis for discussions on teaching with 
popular culture. One day after publishing the guide, I wrote 
“Art Is Information, Part I” on Medium, explaining why a librar-
ian is interested in this particular work, ways in which research 
methodologies could be used for art making, how information 
informs art, and how our own knowledge informs the way we 
see and interpret art.6 Utilizing LibGuides, Medium, Facebook, 
and Twitter, I wanted to send two messages: (1) Lemonade is art; 
and (2) art is information that can be looked at through the lens 
of critical librarianship. 

Technology-Based Active Learning
The MICA library has been embedded in two art history 
classes with a curatorial focus through Omeka projects that 
span one academic semester. Both classes were divided into 
curatorial teams charged with creating online exhibitions and 
interpretive texts. Omeka is a website publishing platform 
for digital collections and online exhibitions that can be used 
collaboratively or individually. The most basic features, such as 
image cataloging and exhibition building, make Omeka a tool 
for visual and cultural literacy instruction. Additional digital 
humanities plug-ins could also be added, including those that 
explore geographic information systems, mapping, and text 
analysis.

When I first began teaching Omeka workshops, I quickly 
realized that undergraduate students did not need help with 
understanding how to add images, build the exhibitions, or 
further customize their class websites. The areas where they 
needed guidance included copyright and metadata. Had I 
somehow known this in advance and designed this particular 
instruction session to be a lecture-style presentation on copy-
right, public domain, Creative Commons, and the Dublin Core 
metadata schema, for example, it would have been boring not 
only for the students but also for me. By using a tool like Omeka 
as a platform for active learning about these issues, I reduced 
the length of time I talk at students and have a valuable oppor-
tunity for students to learn a new tool, which can be added to a 
resumé or applied when utilizing other digital tools. This sort 
of work flexes students’ information-seeking, interpreting, and 
analytical muscles, acting as an extension to the curriculum of 
their course. 

Other technology-enabled issues that could be linked to 
topics librarians traditionally teach are hashtags and advanced 
searching concepts. Paige Alfonzo explains the ubiquity of 
hashtags as an almost universal means in which to streamline 
instruction of authority control, controlled vocabularies, subject 

headings, keyword searching versus subject searching, index-
ing, and more.7 With this instruction, advanced searching 
concepts naturally emerge in course discussions and student 
explorations. By working from concepts in social media, librar-
ians can experience what Stephen Brookfield describes as the 
ways in which social media tools “foster active student engage-
ment, democratize the classroom, and create a participatory 
learning environment.”8 This kind of learning environment 
lends itself well to the principles of critical librarianship and 
speaks not only to our students as whole humans but to this 
whole human librarian as well. 

Conclusion
I had a rather narrow view of how to conduct information 
literacy instruction sessions for art and design students when 
I began my current position. With a change in leadership and 
the influence of a new instructional librarian joining our staff, I 
had the opportunity to look critically at my practice as a librar-
ian, just as our students are taught to critique themselves and 
their peers as artists and designers. 

Social media has the power to be an integrative place where 
services and collections meet, making those tools an instruc-
tional platform similar to the traditional LMS. All instructional 
platforms require planning and development as well as par-
ticipation and engagement. Technology does not replace this 
work; it creates a whole new set of to-do lists and possibilities. 
Among the possibilities is space to develop dialogue around 
contemporary and social issues while sharpening information 
literacy skills. MICA library patrons are generally teaching and 
learning in a maker environment. As a librarian in this environ-
ment, I’m striving to be a maker as well.  n
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[The Technologies Ahead]NEWHORIZONS

New Horizons Editor: Michael Caulfield

What 
responsibilities 
do universities 
and colleges 

have in providing 
sanctuary for 

student data and 
for students’ digital 

footprints?

W
hen I was growing up as a missionary kid, 
sanctuary was defined for me as a place of 
holiness and worship. It was where you 
weren’t allowed to run or play. You would get 
dirty looks, or a disapproving tsk-tsk, for talk-

ing loudly or laughing. There were unwritten rules about how 
you dressed, how you behaved, and to whom you deferred. The 
sanctuary itself, the physical space, was designed to be grander 
than life. The sanctuaries I visited often had tall ceilings adorned 
with intimidating lighting fixtures; the pulpit was an ornate 
wood podium flanked by candelabras and throne-like chairs. 
The sanctuary was designed to inculcate a sense of reverence. 

I’ve had a tempestuous relationship with the idea of sanctu-
ary since rejecting my religious upbringing. But sanctuary is a 
term that keeps coming up as I think about 
the role of higher education in today’s tumul-
tuous social and political context. For me, it 
has started to mean “refuge” and “protection,” 
drawing inspiration from the sanctuary move-
ment that has seen a recent resurgence. It is 
with this definition that I want to respond to 
Michael Caulfield’s question: “Can higher edu-
cation save the web?”1 

Sanctuary as a place of protection can be 
traced back to Greek and Roman societies, 
where churches sometimes harbored people 
who were under some form of persecution. 
In medieval Europe, a sanctuary knocker was 
a church’s invitation for sanctuary seekers 
to signal their request for asylum. In recent times, sanctuary 
movements in the United States began in the 1980s as thou-
sands of refugees fled civil wars in Central America. John Fife, a 
reverend at the Southside Presbyterian Church in Tucson, and 
his congregation provided food, shelter, and medical care to 
refugees and helped them apply for political asylum, as estab-
lished by the U.S. Refugee Act of 1980 (Public Law 96-212). 
When most of the refugees were denied asylum despite meet-
ing the legal criteria,2 Fife amped up his support for refugees 
(including bringing refugees across the border), aided by John 
Corbett, a Quaker who was inspired by church/Christian 
efforts to help runaway slaves as part of the Underground Rail-
road in the 1840s and 1850s. The sanctuary movement of the 
1980s did not end well for the sanctuary workers: Fife, Corbett, 
and nine others were arrested and charged with violating multi-
ple federal laws (Corbett was acquitted; Fife was found guilty).3 

The sanctuary movement has recently resurfaced in 
response to U.S. President Donald Trump’s crackdown on 
undocumented immigration. As a result, some colleges and 
universities have declared themselves to be sanctuary cam-
puses for undocumented students. Although the definition of a 
sanctuary campus varies, the declaration typically means that the 
campus will refuse to comply with requests to grant campus/
student access to immigration enforcement officials. The legal 
ramifications of declaring a sanctuary campus are unclear, but 
the political statement that higher education institutions have 
a role to play in protecting students underlies the sanctuary 
campus designation.

Again, how does this all fit into questions about how higher 
education can save the web? For too long, universities and col-

leges have accepted the “terms of service” for 
how educational technology vendors handle 
student data. Caulfield noted: “As the finan-
cial model of the web formed around the 
twin pillars of advertising and monetization 
of personal data, things went awry.”4 This has 
created an environment that puts students 
at risk with every click, every login. It dis-
proportionately affects the most vulnerable 
students: undocumented students, students 
of color, LGBTQ+ students, and students who 
live in or on the edges of poverty. These stu-
dents are prime targets for digital redlining: the 
misuse of data to exclude or exploit groups 
of people based on specific characteristics in 

their data.5 Thus, in higher education, we need to pay atten-
tion to the demands we place on students to produce data (e.g., 
application forms, SIS requests, learning management systems) 
and to how we care for that data (e.g., storage, transmission). 
Also, and perhaps most important in response to the influx 
of “learning-focused” technologies, we need to recognize and 
deconstruct our perspectives on the relationship of data to our 
understanding of student learning.

It’s time to question assertions that the more data we have on 
students, the more we will understand their learning. Audrey 
Watters argues: “We have confused surveillance for care. . . . 
When you work for a company or an institution that collects 
or trades data, you’re making it easy to surveil people and the 
stakes are high. They’re always high for the most vulnerable. 
By collecting so much data, you’re making it easy to discipline 
people. You’re making it easy to control people. You’re putting 
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people at risk. You’re putting students at risk.”6 I have seen this 
in action: educators, technologists, designers, and adminis-
trators often are willing to trade student data for measurable 
signals of impact and can be terribly cavalier about the risks to 
students’ physical and digital safety.

What responsibilities do universities and colleges have in 
providing sanctuary for student data and for students’ digital 
footprints? How might higher education institutions resist the 
black box algorithms7 into which they so freely feed student 
data? How might “digital” specialists and administrators reflect 
the caring, protective, and empathetic mindset of sanctuary 
movements? How might colleges and universities shape, rather 
than simply adopt, the ways that companies treat data? 

We in higher education need to seriously consider how 
we think about and handle student data, and we need to 
respectfully and empathetically acknowledge where our 
practices may cause harm. I believe we must advance our 
institutions as “digital sanctuaries,” and I have proposed 
an evolving set of seven strategies to do so.8 Some of these 
strategies may be considered best practices in terms of data 
security, FERPA compliance, and IT operations, but some are 
not yet standard procedure.

1. Audit student data repositories and policies associated with third-
party providers. Document every “place” that student data 
goes and what the policies are for handling student data. 
What third parties have access to student data, why do 
they have access, and what can they do with the data? Who 
decides—and how are decisions made—about third-party 
access to student data? Do students get a say?

2. Have a standard and well-known policy about how to handle external 
inquiries for student data and information. This is less about staff 
mishandling student data and more about the coercion and 
intimidation that could yield problematic results if there are 
no clear guidelines for staff to follow. Even if designated a 
digital sanctuary, a campus may be legally bound to release 
some student data, but it should have clear processes and 
requirements associated with those situations. Staff should 
understand how and when they can say no to inquiries 
about students, and campuses should investigate the legal 
limits of noncompliance with such inquiries.

3. Provide an audit of data to students who want to know what data is 
kept on them, how the data is kept, where it is kept, and who else has 
access. That is, if students want to know about their data, the 
institution should be able to give them that information. 
Better yet, students should be allowed to download every bit 
of their data so that they can parse it themselves. Consider 
giving students a chance to rap the sanctuary knocker to 
signal their desire for more data protections.

4. Have clear guidelines and regulations for how data is communicated 
and transmitted between offices. Campuses can better protect 
student data transmitted between the people and offices that 
should have access (e.g., by not transmitting data via email). 

Campuses should have clear policies and guidelines about 
the protection of student data on mobile devices.

5. Take seriously the data policies of third-party vendors. Don’t work 
with vendors whose contracts stipulate that they can use 
and share student data without the consent of students or 
the institution.9  

6. Closely examine and rethink student-tracking protocols. How neces-
sary are learning dashboards? What are the risks of early-
warning systems? How problematic are the acceptable use 
policies? How long does the institution need to keep data? 
Does it really need all of the data being collected?

7. Give students technological agency in interacting with the institution. 
Implementing a Domain of One’s Own initiative, which puts 
students in the system administrator role for their domain, 
can be a way to give students more control and protection 
over their data. This may not be enough, however, since 
students could easily expose themselves to malicious 
and dangerous forces (e.g., hackers) through their own 
domains. A robust educational and mentoring program is 
also required. As a result, students can learn how to connect 
their data, via their domains, in ways that are safer and more 
manageable.

These ideas need to evolve—and I expect they will as we 
work together to flesh out, question, and develop the strategies. 
Let us, please, gather student data with more care. Let’s use it 
with more care. Let’s share it, save it, obfuscate it, or even delete 
it permanently with more care. And let’s take on a leadership 
role in conversations about data. It’s time for those of us in 
higher education to lead discussions about how best to provide 
digital sanctuary—protection and refuge—for students and 
their data. Who else but us? n
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[Today’s Hot Topics]VIEWPOINTS

Viewpoints Editor: Klara Jelinkova

I
n prior EDUCAUSE Review Viewpoints columns this year, 
several of my CIO colleagues offered advice for success-
ful relationships with other institutional stakeholders. For 
example, Klara Jelinkova implored CIOs to be advocates for 
the end-to-end experience of students, faculty, and staff, par-

ticularly faculty and students who might not have a voice at the 
table where IT priorities are established. Eric Denna suggested 
that “CIO” should stand for “Chief Integration Officer,” and he 
advised that CIOs engage actively in the design of enterprise pro-
cesses. Bruce Maas and Michael Gower advocated for CIOs to use 
analytics in support of the academic mission and to have strong 
partnerships with their chief business officers and provosts to 
drive institutional success.1 All of my colleagues identified parts 
of the CIO portfolio that are necessary for success. I would like to 
propose one more activity for CIOs: true academic engagement 
with faculty. When done well, this will benefit each of the initia-
tives identified above. 

Next year, 2018, marks forty years that I have been involved 
with higher education technology. I took my first programming 
course, “Scientific Programing Using Fortran,” in 1978 and have 
been either consuming or providing technology services to 
higher education ever since. After I graduated in 1981, UMBC 
hired me to work in what was then called the Academic Comput-
ing Services Department, a name that today sounds outdated. 
CIOs now are responsible for a broad range of IT-related topics, 
and most colleges and universities have integrated academic and 
administrative computing units, with the department names 
reflecting the broader nature of the services offered. (My orga-
nization at UMBC now is called the Division of Information 
Technology.) 

Whatever the name, tracing an organization’s “IT ancestry” 
will most likely lead back to something closely aligned with 
academic computing, a group created to work closely with the 
academic enterprise to support the use of technology in research 
and instruction. I emphasize closely because this period of aca-
demic computing collaboration predated e-mail, videoconfer-
encing, and text messaging and relied on direct interpersonal 
communication. Many faculty did not use technology; however, 
those that were using technology became true partners in trying 
to advance the state-of-the-art in their disciplines. This collabora-
tion built strong relationships between IT experts and faculty. To 
this day, I have benefited from those early years in that I gained 
tremendous respect for the work of faculty, built lasting friend-
ships, and learned how to work closely with faculty in a variety of 
disciplines. 

My argument for CIOs to prioritize academic engagement 
focuses on two benefits: (1) building broad and strong relation-
ships with faculty is essential to establishing the trust necessary 
to undertake and support the major organizational change that 
arises from significant IT initiatives; and (2) building broad and 
strong relationships with faculty provides CIOs with a better 
understanding of the diffuse power structures within institu-
tions, including how decisions are made (or not made) and who 
makes them. My vision for academic engagement is not a call 
for more IT governance committees; although these committees 
are necessary, I don’t believe they are sufficient to achieve the 
broader goals. When CIOs establish governance committees, 
they often include deans or their staff to represent the “faculty 
perspective.” This makes sense, but it is unlikely to build broad-
based faculty support. Instead, IT leaders not only should ask 
for a seat at the leadership table but also should become active 
participants in their academic communities.

In my discussions with faculty, a new administrator (whether 
a CIO or another leader) is viewed as “one of them”—an outside 
administrator who is brought in, often by other outside admin-
istrators, with no sense of the day-to-day experience of faculty. 
Without deliberate action, CIOs rarely get the opportunity to 
sit down and interact one-on-one with faculty, in unstructured 
meetings, to understand their everyday experience with tech-
nology or with institutional business processes in general. CIOs 
need to take deliberate action. Indeed, all of us who are technol-
ogy leaders should make the time to develop strong interper-
sonal relationships with faculty and actively engage our institu-
tional academic communities. By doing so, we will learn much 
about their experiences with technology and campus business 
processes, and we will find ample opportunities for improve-
ment and collaboration. 

For those IT staff who are early in their careers and planning to 
get a graduate degree, I strongly recommend completing a PhD. 
Having a PhD is an important way to connect to an academic 
community, even though simply having a PhD won’t be sufficient 
for success. I didn’t finish my PhD, and I now regret that decision. 
Early in my career, when I was taking graduate classes, I never 
aspired to be a CIO, and I assumed a PhD would be useful only if 
I wanted to be part of an academic department. After advancing 
through higher levels in my institution, and through my involve-
ment outside my institution, I now see how the lack of a PhD 
removed some career options from my consideration. 

CIOs who don’t have a PhD and have never been instructors 
or researchers or have never directly supported faculty may not 
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know where to begin. Here’s my advice: remember that colleges 
and universities are social organizations. Unlike corporations 
or government agencies, they are communities built on a foun-
dation of social trust among members. The first thing a new 
CIO should do is to arrange to visit various faculty—not only 
full professors but also assistant and associate professors—in 
their offices or labs. This offers a better understanding of their 
research, firsthand observation of what technology they have 
access to and what technology tools 
they find useful, and the opportunity 
to listen to what their pain points are. 

My second recommendation is 
for CIOs to find ways to get involved 
in instructional activities. If possible, 
CIOs should get into the classroom as 
an instructor; many faculty will gladly 
find ways to fit in a guest lecturer. I got 
my start as an instructor early in my 
career when a faculty member teach-
ing assembly language programming 
had an emergency and couldn’t teach 
the course. I was one of a few people 
with that expertise and was asked to 
teach the course. I learned firsthand 
how much time went into course 
preparation and grading, and I gained 
great respect for faculty who do this 
very well. This opportunity allowed 
me to teach the course for many years and helped me connect 
with faculty in the computer science department.

My third recommendation is for CIOs to find ways to involve 
themselves in the research experience of faculty. Every institution 
offers faculty seminars, department colloquia, artistic endeavors,  
or other experiences where faculty share their scholarship. 
When possible, CIOs should attend these events, which often 
have a social component and provide a chance to broaden con-
nections to faculty in different disciplines. If a campus has a vice 
president of research, CIOs should meet him or her and find out 
who on campus is doing interesting research or creative work. I 
have yet to find a faculty member who is not interested in talking 
about his/her work. 

As part of this outreach, CIOs will learn about areas where 
researchers need help or where business processes are onerous 
to them. These become opportunities for technology improve-
ment that can help faculty. In my case, in 1996, I was working 
with faculty doing computational research, and I found out that 
our Internet bandwidth was insufficient and was impacting 
research. This was not long after the National Science Founda-
tion (NSF) had launched the vBNS (very high-speed Backbone 
Network Service) project. I worked with those faculty, submit-
ted a proposal to the NSF, and was fortunate to be selected and 
become a Principal Investigator (PI). This led to additional 
work with faculty in which I was PI, co-PI, or staff on various 

proposals. By participating in and supporting research, I have 
been able to build strong collaborations that remain to this day.

My fourth and final recommendation is for CIOs to take the 
time to understand the diffuse power structures at their institu-
tions and learn the informal centers of power. Faculty are always 
an important constituency, and each institution has a unique 
organizational culture. Understanding an institution’s organi-
zational culture is important to achieving big changes. Some 

institutions, especially those that use 
responsibility-centered management, 
place significant power in the leaders 
of the respective schools or colleges. 
Other institutions have a strong 
shared governance model, where 
power may be more diffuse across 
committees and governance groups. 
My campus has a strong shared gover-
nance system, and our faculty senate 
executive committee has considerable 
influence. I make a point of knowing 
who is on that committee and of work-
ing closely with faculty leaders to be 
sure I understand their perspective 
on major issues before I develop any 
significant proposals. 

Most CIOs occupy a unique 
position in the higher education 
institution—with one foot firmly on 

the academic side and the other firmly on the administrative 
side. CIOs need to leverage the opportunity that this provides 
to truly engage with faculty and participate in the academic 
culture of their institutions. The benefit will be both personal 
and professional. From a personal standpoint, CIOs will meet 
and build friendships with faculty who are working to change 
the lives of students and whose research is making a difference 
in the world. From a professional level, CIOs will build trust 
with an important constituency and find ways to improve 
the experience of faculty through technology or business pro-
cesses. As a result, CIOs can position themselves to support 
the organizational change required when undertaking trans-
formative efforts in such areas as student success or the digital 
transformation of learning.  n

Note
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© 2017 Laserfiche. Laserfiche®, Run Smarter®, and Compulink® are registered trademarks of Compulink Management Center, Inc. All rights reserved.

• Automate critical, paper-intensive business processes

• Secure institutional records in compliance with state and federal regulations

• Support business continuity planning

• Reduce administrative costs campus-wide

Get your copy of Quicker Better Safer: Higher Education —
complete with 10 back-office projects that make IT 
the campus leader in operational efficiency. 

Visit laserfiche.com/TopTen2017 for a complimentary copy.

A Rising Tide: How Closed 
Captions Can Benefit All Students
Research shows that all students—regardless 
of whether they have a disability—can benefit 
from closed captions for video content. Specific 
ways in which closed captions can aid learning 
include comprehension, accuracy, engagement, 
and retention. 

Digital Engagement: The 
New Paradigm for Campus 
Communication
The practical, pedagogical, and privacy 
implications of a smart, connected digital 
campus engaged with its constituents have 
yet to play out, yet we need to prepare for this 
future. Over the past eight years, George Mason 
University has developed a strategy to advance 
digital communications and engagement. 

Effective Governance and 
Collaboration Produce My  
Degree Plan
California State University in Fresno established 
a cross-campus, multistakeholder governance 
framework to create the web-based My Degree 
Plan, which helps students map out the optimal 
ways to apply their time and efforts to obtain their 
degree. The key? Technology-enabled advising.

Virtual Reality in Higher Education: 
Opportunities and Challenges
Although higher education has just begun to 
explore virtual reality’s value, it is a perfect time 
for institutions to invest in a basic setup and begin 
building their VR skills and application library. 
The experiences at two universities show that VR 
offers faculty and students alike opportunities to 
immerse themselves in learning in new, exciting, 
and interactive ways.

  Search

Student Engagement 
with E-Texts
Indiana University has captured 
increasing student reading data 
as e-text adoption has continued 
to grow at IU. This follow-up 
to the original survey report of 
faculty use offers insights into 
how students use e-textbooks.
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Payment technology  
for a smarter campus.

Offer students the power to choose their  
refund method – without the hassle and fees. 
Plus, our dedicated team will take care of issuing 
the refunds, saving you time and resources.

Or, you could use
Student Choice Refunds from
Nelnet Campus Commerce.

You could deliver  
student refunds by

deploying 
a fleet of 
drones.

Explore our fleet of refund methods at 
CampusCommerce.com/Drone
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