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The ninth annual EDUCAUSE Cur-
rent Issues Survey results show a 
good deal of movement among 

the most critical challenges facing cam-
pus information technology leaders in 
2008.1 Thirty-two percent (589) of 1,845 
EDUCAUSE primary member representa-
tives responded to an e-mail invitation to 
complete the web-based survey in Decem-
ber 2007. Table 1 shows the institutional 
demographic breakdown of respondents. 
Survey participants were asked to check 
up to 5 of 31 issues in response to each of 
four questions (see Tables 2 and 3).

Each year, the Current Issues Commit-
tee tries to develop a survey instrument 
that balances issues across time with 
(a) emerging, less-relevant, and reced-
ing issues; (b) converged issues that no 
longer make sense to separate; (c) split 
issues that are too complex to continue 
as one; and (d) changes in the evolving 
IT nomenclature. For 2008, the commit-
tee introduced the following changes to 
issues and subtopics.2

Communications/Public Relations 
for IT (new choice in 2008)
■ Developing a communications plan 

for IT
■ Sending regular, targeted communica-

tions to faculty, staff, and students
■ Communicating with the millennium 

student
■ Communicating the value of IT, inter-

nally and externally
■ Dealing with the press/media
■ Ma in ta in ing  in t e rna l  IT 

communications
■ Explaining the return on technol-

ogy investments to leadership and 
stakeholders 

Current Issues Survey Report, 2008
Security and ERP Systems are numbers 1 and 2; Infrastructure rises; 
Change Management, E-Learning, and Staffing move into top ten
By Debra H. Allison, Peter B. DeBlois, and the EDUCAUSE Current Issues Committee
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E-Learning/Distributed 
Teaching and Learning (includes 
“E-Portfolio Development and 
Management” from 2007)
■ Developing infrastructure to support 

learning technologies
■ Supporting distance learning and vir-

tual campuses
■ Using active, collaborative, and 

immersive learning environments
■ Aligning technology use with stu-

dent expectations and institutional 
mission 

■ Integrating emerging tools (podcasts, 
immersive environments, mobile 
computing)

■ Realigning policies, organizational 
structures, and procedures

■ Supporting information and technol-
ogy fluency/literacy

■ Integrating library, learning, and sup-
port resources

Table 1

Current Issues Survey Respondents’ Institutional Demographics

Parameter Number of Respondents
Percentage of 
Respondents

Size
 small 135 23.2
 Medium 233 40.0
 Medium-Large 111 19.1
 Large 70 12.0
 subtotal 549 94.3
 no response 33 5.7
 total 582 100.0
Control
 Private 224 38.5
 Public 320 55.0
 subtotal 544 93.5
 no response 38 6.5
 total 582 100.0
Carnegie Class
 Associate’s 82 14.1
 Baccalaureate 119 20.4
 Master’s 139 23.9
 Doctoral research 103 17.7
 Other Carnegie 65 11.2
 subtotal 508 87.3
 no response 74 12.7
 total 582 100.0
Location
 International 73 12.5
 Domestic 509 87.5
 total 582 100.0

Table 2

The Four Questions

1. Which of the It-related issues 
below are most important for your 
campus to resolve for its strategic 
success?

2. Which of the It-related issues 
below have the potential to 
become much more significant in 
the coming year?

3. Which of the It-related issues 
below are you, as an It leader or 
administrator, spending most of 
your time addressing? 

4. On which of the It-related issues 
below is your campus spending 
the most human and/or financial 
resources?

Administrative/erP Information systems

Advanced networking

Assessment/Benchmarking

Change Management

Collaboration/Partnerships/Building 
relationships

Commercial/external Online services

Communications/Public relations for It 
(new item in 2008)

Compliance and Policy Development

Course/Learning Management systems

Data Administration

Digital Library/Digital Content

Digital records Management

Disaster recovery/Business Continuity

e-learning/Distributed teaching and 
Learning (incorporating “E-portfolio 
development and management” in 
2008)

electronic Classrooms/technology 
Buildings/Commons Facilities

emerging technologies

Faculty Development, support, and 
training

Funding It

Governance, Organizational 
Management, and Leadership

Identity/Access Management

Infrastructure

Intellectual Property and Copyright 
Management

Outsourcing/Insourcing/Cosourcing

Portals

research support

security

staffing/Hr Management/training

strategic Planning

student Computing

support services/service Delivery 
Models (incorporating “End-to-end 
service assurance” in 2008)

Web systems and services

Other

* For an expanded table of the 2008 survey choices, 
showing all sub-items that the Current Issues Com-
mittee defined as constituting each issue, see 
http://www.educause.edu/2008Issuesresources.

Table 3

2008 Current Issues 
Survey Choices*
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■ Promoting the effective use of tech-
nology in instruction

■ Supporting faculty development
■ Conducting assessment and evalua-

tion of e-learning programs, instruc-
tion, and student learning

■ Developing and managing 
e-portfolios 

Support Services/Service Delivery 
Models (includes “End-to-End 
Service Assurance” from 2007)
■ Providing 24 × 7 help desk
■ Establishing service level agreements 

(SLAs) with internal clients
■ Centralizing versus distributing 

support 
■ Developing standards for support 

 services
■ Developing “smarter” support models 

(knowledge bases, self-help tools)
■ Managing customer relationships
■ Individual iz ing/personal iz ing 

 support
■ Testing (functional, load, integrity) 

applications with automated scripts 
prior to “going live”

■ Monitoring services end-to-end to 
assess end-user experiences

■ Handling incidents/alerts efficiently 
and effectively when problems occur

■ Establishing/negotiating SLAs and 
organizational level agreements 
(OLAs)

■ Evaluating and implementing IT  
Infrastructure Library (ITIL) practices 
and standards

It is also worth explaining another 
survey issue the committee decided to 
handle in a special way: What to do with 
the emerging topic of cyberinfrastruc-
ture? Cyberinfrastructure now refers to 
much more than the National Science 
Foundation (NSF) standards for infor-
mation sharing between the agency 
and researchers. Cyberinfrastructure 
is the nexus of hardware and software 
systems, distributed computing, data, 
communications technology, tools for 
collaborating, and research communi-
ties. The committee decided not to cre-
ate a top-level item for cyberinfrastruc-
ture in 2008 but, rather, to include a 
new sub-item on “meeting standards for 
cyberinfrastructure, integrating distrib-

uted computing, networks, data, and 
communications technology” under 
three other top-level items: Identity/
Access Management, Infrastructure, and 
Research Support. It may well be that 
cyberinfrastructure will merit a separate 
top-level choice in next year’s survey, 
but for this year, the committee chose to 
reflect it in three established issues.

2008 Survey Findings: All 
Respondents

The following observations reflect 
the aggregate patterns of focus and 
concern among IT leaders across all 
types of institutional size, Carnegie 
class, and governance.

Stability Among Top-Three Issues
Since 2003, the top-three issues in 

terms of strategic importance to the insti-
tution (Question 1) have been, in various 
rankings, Administrative/ERP Informa-
tion Systems, Funding IT, and Security. 
Funding IT was ranked number one for 
three straight years, 2003–2005, until 
2006 when Security and Identity Man-
agement (a single issue then) emerged as 
number one. In 2007, Funding IT moved 
back into the top spot, with Security as 
number two. This year, Security is number 
one, Administrative/ERP Information Sys-
tems is number two, and Funding IT has 
dropped to number three. It is tempting 
but risky to draw inferences about trends 
in the profession or higher education gen-
erally to account for these shifts. When 
you consider that the three top issues are 
spanned by only one percentage point 
between survey respondents who cited 
them among the top-five strategic issues 
(Security: 41.2 percent; Administrative/
ERP Information Systems: 40.5 percent; 
Funding IT: 40.2 percent), the salient 
point is that these issues collectively con-
tinue to be the critical touchstones for 
IT in higher education. When any one 
of them falters, whether through major 
data-integrity breaches, system imple-
mentation glitches, or budget cuts, an 
institution’s or system’s strategic health 
is threatened.

What’s In and What’s Out
Issues that move into or fall out of 

the top ten are a key measure of what 

is on IT leaders’ radar (see Table 4, 
2007–2008 Comparison of Top-Ten 
Issues for All Questions). Across all 
institutions in 2008, there are several 
interesting moves into and out of the 
top ten. Change Management appears 
for the first time (number 8) in 2008, 
while Strategic Planning drops off the 
list of issues critical for strategic success 
(Question 1). Are these two sides of the 
same coin, or does one subsume the 
other? Strategic Planning, which has 
been one of the more stable issues in 
the top ten, focuses on alignment—of 
IT strategies with institutional missions, 
of campus stakeholders’ goals with IT 
planning, of resources with priorities. 
Change Management has two dimen-
sions, one in the larger sense of culture 
change and the other in developing a 
process for handling IT changes that 
are made on a regular basis—patches, 
upgrades, replacements—that can be 
very disruptive if there is no Change 
Management process in place. Ulti-
mately, Change Management requires 
planning for change: defining what 
the change is, understanding how it 
will impact existing systems, and com-
municating, testing, and evaluating it 
once implemented to make sure the 
change accomplishes its intended pur-
pose. It is not that IT leaders no longer 
care about or are not “doing” strategic 
planning; rather, change is especially 
on their minds in this cycle. Indeed, 
Change Management also appears for 
the first time in the top-ten issues with 
the potential to become more signifi-
cant in the future (number 10, Ques-
tion 2), and among those on which IT 
leaders are spending most of their time 
(number 5, Question 3).

Another thematic instance of what’s 
in and out is the disappearance, on the 
one hand, of Course/Learning Manage-
ment Systems and Faculty Develop-
ment, Support, and Training from the 
strategic issues list and, on the other 
hand, the emergence of E-Learning/
Distributed Teaching and Learning 
(number 9 in 2008). In 2007, C/LMS 
made the top-ten issues list not so much 
because of the galvanizing impact of 
the Blackboard-WebCT merger or the 
copyright-patent controversy (though 
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Table 4

2007 –2008 Comparison of Top-Ten Issues for All Questions

Question 1: Need to Resolve for the Institution’s Strategic Success

 1. Funding It  1. security

 2. security  2.  Administrative/erP 
Information systems

 3.  Administrative/erP 
Information systems

 3. Funding It

 4.  Identity/Access  
 Management

 4. Infrastructure

 5.  Disaster recovery/Business 
Continuity

 5.  Identity/Access  
 Management

 6.  Faculty Development, 
support, and training

 6.  Disaster recovery/Business 
Continuity

 7. Infrastructure  7.  Governance, Organization, 
and Leadership

 8. strategic Planning  8.  Change Management

 9.  Course/Learning 
Management systems

 9.  e-learning/Distributed 
teaching and Learning

10.  Governance, Organization, 
and Leadership

10.  staffing/Hr Management/
training

Question 2: Potential to Become More Significant

 1. security  1. Identity/Access Management

 2. Identity/Access Management  2. security

 3. Funding It  3. Funding It

 4.  Disaster recovery/Business 
Continuity

 4.  Disaster recovery/Business 
Continuity

 5.  Administrative/erP 
Information systems

 5.  Administrative/erP 
Information systems

 6.  Faculty Development, 
 support, and training

 6. Infrastructure

 7.  Course/Learning 
Management systems

 7.  Compliance and Policy 
Development

 8. Infrastructure  8. Assessment/Benchmarking

 9. Portals  9.  Governance, Organization, 
and Leadership

10. Web systems and services 10. Change Management

Question 3: What IT Leaders Spend Most Time On

 1. Funding It  1. Funding It

 2.  Administrative/erP 
Information systems

 2.  Governance, Organization, 
and Leadership

 3. strategic Planning  3.  Administrative/erP 
Information systems

 4.  Governance, Organization, 
and Leadership

 4. strategic Planning

 5. security  5.  (tie) Change Management; 
Infrastructure

 6.  staffing/Hr Management/
training

 6.  staffing/Hr Management/
training

 7. Infrastructure  7. security

 8.  Disaster recovery/Business 
Continuity

 8.  Collaboration/Partnerships/
Building relationships

 9. Identity/Access Management  9.  Communications/Public 
relations for It

10.  (tie) electronic Classrooms/
technology Buildings/
Commons Facilities;  
support services/service 
Delivery Models

10.  Compliance and Policy 
Development

Question 4: Expenditure of Most Human and/or Financial Resources

 1.  Administrative/erP 
Information systems

 1.  Administrative/erP 
Information systems

 2. Infrastructure  2. Infrastructure

 3.  electronic Classrooms/
technology Buildings/
Commons Facilities

 3. security

 4. security  4.  electronic Classrooms/
technology Buildings/
Commons Facilities

 5.  Course/Learning 
Management systems

 5.  Course/Learning 
Management systems

 6.  support services/service 
Delivery Models

 6. Web systems and services

 7.  staffing/Hr Management/
training

 7.  support services/service 
Delivery Models

 8. Web systems and services  8.  e-learning/Distributed 
teaching and Learning

 9. student Computing  9.  staffing/Hr Management/
training

10.  e-learning/Distributed 
teaching and Learning 
 
 

10. Data Administration 
 

2007 Survey Results 2008 Survey Results 2007 Survey Results 2008 Survey Results
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that may have been a contributing fac-
tor) but because of the evolution of 
this technology as a mission-critical 
enterprise system and its accelerating 
use as a fundamental teaching and 
learning resource by institutions of all 
kinds. It may well be that in 2008, C/
LMS and Faculty Development, Sup-
port, and Training are now understood 
to be aspects of E-Learning/Distributed 
Teaching and Learning, and this, in 
turn, may reflect the emerging influ-
ence of instructional technology and 
design as both a key element of the IT 
organization’s mission and an expand-
ing niche of the profession.

Also notable is the reappearance of 
Staffing/HR Management/Training as 
number 10 among the issues of strategic 
importance. This issue last appeared in 
the top-ten in 2001 when it was number 
4. A year after the turn of the century, 
IT departments in many institutions 
were still grappling with the staffing 
challenges that the Y2K milestone had 
presented, either for massaging home-
grown administrative legacy systems 
to perform in a new millennium, with 
increasing demands for web-based ser-
vices, or for developing new skills to 
integrate and manage newly purchased 
ERP systems. While never very far out 
of the top-ten issues between 2002 and 
2007, the emergence of Staffing/HR 
Management/Training as number 10 in 
2008 may signal a renewed awareness 
among higher education CIOs of the 
challenges of recruiting, remunerating, 
and retaining a skilled IT staff. Whether 
it means hiring people with specialties 
in such emerging areas as security and 
identity management, and instructional 
design and technology, or cultivating 
those skills in existing staff, CIOs face 
a daunting test to provide a workforce 
that can meet their institutions’ IT needs 
in the midst of constrained institutional 
budgets and increasing competition for 
experienced professionals.

Potential to Become More 
Significant

In this category (Question 2), more 
often than not, you can substitute “wor-
risome” for “significant.” These are the 
issues that CIOs think will be keeping 

them up at night in the future, if not 
already, demanding more of their time 
and already stretched staffs and bud-
get resources. In addition to Change 
Management (also appearing for the 
first time among strategic issues), two 
notable new issues are cited among the 
top ten with potential to become more 
significant in 2008 and beyond.

Compliance and Policy Develop-
ment traditionally evokes state and 
federal laws and regulations repre-
sented by the alphabet soup of regu-
lations: ADA, CALEA, DMCA, FERPA, 
HIPAA, SEVIS, and USA PATRIOT. As 
this article is being written, the College 
Opportunity and Affordability Act is 
advancing through the U.S. Congress 
with two requirements that could dra-
matically affect the IT organizations of 
institutions with federal financial aid 
programs: (1) to advise students not to 
commit copyright infringement and to 
“report to students annually on policies 
and practices with respect to copyright 
infringement on campus networks”; 
and (2) to develop plans for “alterna-
tive” offerings to unlawful download-
ing, such as  subscription-based services 
or “technology -based deterrents to pre-
vent such illegal activity.”3 Compliance 
with a vague federal requirement to 
deploy unproven technologies with 
considerable new costs is understand-
ably high among IT leaders’ future 
 concerns.

Assessment/Benchmarking has been 
included as a choice on the Current 
Issues Survey from its inception, focus-
ing on such challenges as evaluating the 
academic and administrative benefits 
of IT, assessing the IT organizational 
model, identifying effective metrics for 
benchmarking IT services, and adopt-
ing formal assessment methodologies. 
Now, with broader public pressure for 
cost-benefit accountability and stu-
dent learning outcomes assessment 
in higher education, IT organizations 
must consider their role in supporting 
the institutional response. There are 
no clear national models or standards 
for aggregating institutional data and 
creating actionable plans to improve 
student recruitment, retention, and aca-
demic success. Many institutions are 

struggling to find the right ownership/
partnership for addressing these new 
mandates between academic and stu-
dent affairs, information technology, 
and institutional research.4

Occupying Most of IT  
Leaders’ Time

For Question 3, new challenges have 
risen to the top ten for CIOs in 2008: 
Change Management (number 5), Col-
laboration/Partnerships/Building Rela-
tionships (number 8), Communications/
Public Relations for IT (number 9), and 
Compliance and Policy Development 
(number 10) all appear on this index for 
the first time. These supplant Disaster 
Recovery/Business Continuity, Identity/
Access Management, Electronic Class-
rooms/Technology Buildings/Commons 
Facilities, and Support Services/Service 
Delivery Models from 2007. It is not that 
the latter cluster is no longer important 
but, rather, that at many colleges and 
universities, they have been more fully 
integrated into the IT organization and 
in general are no longer a primary focus 
of the CIO. It is worth noting that one 
of the new issues on the CIO’s plate in 
2008—Communications/Public Rela-
tions for IT—is a completely new survey 
choice this year, reflecting an emerging 
recognition that a critical aspect of the 
IT organization’s mission is to tell its 
story to numerous constituencies in and 
out of the campus community.

Across All Questions
Comparing results from all respondents, 

three issues rank in the top ten for all four 
areas of strategic importance, future sig-
nificance, IT leaders’ time, and cost:

■ Administrative/ERP Information 
 Systems

■ Infrastructure
■ Security

Three other issues are on the top-ten 
lists for three of the four areas (all but 
Question 4, cost):

■ Change Management
■ Funding IT
■ Governance, Organization, and 

 Leadership
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■ Are you aware of the federal, state, and 
local laws that may govern the data 
for which you and your institution are 
responsible and that may dictate the 
appropriate and necessary responses 
to any breach?

■ Does your institution have privacy 
and security policies that encompass 
all of the institution’s IT resources and 
not just the central systems? Are the 
policies enforced consistently across 
the enterprise, reviewed regularly, 
measured for effectiveness, audited 
for compliance, and updated to reflect 
changing needs? Do your procedures 
reflect your policies’ goals?

■ Does your institution have a for-
mal, documented security-incident 
response plan that includes proce-
dures for detecting, reporting, alert-
ing, escalating decision-making 
authority, containing, remediating, 
and returning to service? Does the 
plan set in motion a notification pro-
cess when protected data have been 
potentially compromised? Do you 
have staff trained in computer foren-
sics or ready access to experts? Do you 
have processes in place for dealing 
with law enforcement  agencies?

■ Do your senior administrators rec-
ognize their roles as information 
stewards? Have you developed clear, 
consistent policies and procedures 
for classifying, handling, retaining, 
and disseminating information and 
appropriate security controls for 
protecting critical and confidential 
resources?

■ Does your institution have an enter-
prise IT security program to address 
the changing nature of IT threats and 
the increasing number of compliance 
requirements? How do you ensure 
that you remain current with respect 
to the changing regulatory landscape? 
How have you addressed the changes 
in the e-discovery rule with respect to 
litigation holds?

■ Is IT security viewed as a funding 
priority? Are there necessary funds 
to facilitate and support improved 
security measures on a campus-wide 
basis?

■ Do you have a chief privacy officer 
and/or a chief information secu-

rity officer for striking the balance 
between privacy and security? If you 
do not have the resources for such 
a position, where/with whom does 
the responsibility reside? Are there 
sufficient staff trained and assigned 
to assess the risks to, and ensure the 
privacy and security of, the institu-
tion’s information resources?

■ Has your institution planned or com-
pleted a comprehensive risk assess-
ment to identify and prioritize vul-
nerable areas and ways to mitigate 
potential risks, including those caused 
by lost or stolen mobile devices? Do 
you routinely consider privacy and 
security implications before buy-
ing or deploying new systems or 
technologies ?

■ Does your institution provide an 
awareness and training program in 
privacy and security? Does it include 
awareness of the defensive measures 
appropriate to your institution to pro-
tect systems and data? Do you regu-
larly communicate information about 
your policies and procedures to your 
constituents?

■ Has your institution built the appro-
priate infrastructure to improve 
security? If infrastructure services 
are outsourced, does your provider 
have these measures in place? Have 
you implemented a unified threat- 
and vulnerability-management sys-
tem that includes such features as 
firewalls, VPNs, antivirus, antispy-
ware, antispam and antiphishing, 
bandwidth management, intrusion 
prevention and detection, and con-
tent filtering? Has your institution 
engaged an independent entity to 
assess the effectiveness of these 
 measures?

■ Do you and your security managers 
regularly consult the website of the 
EDUCAUSE/Internet2 Computer and 
Network Security Task Force (http://
www.educause.edu/security)?

No. 2: Administrative/ERP 
Information Systems

While ERP systems have been a famil-
iar part of the IT environment for years, 
institutions still consistently spend the 
most resources on them. Also, despite 

How do the overall results of this 
year’s survey compare to last year’s? In 
addition to those issues discussed above 
that appear for the first time in 2008 or 
that dropped off a top-ten list from 2007 
(see Table 4), the issues whose relative 
positions changed the most were two in 
the strategic importance group:

■ Infrastructure: up three positions to 
number 4

■ Governance, Organization, and 
Leader ship: up three positions to 
number 7

It would be a stretch to say that these 
two are the most volatile issues for IT 
leaders because a swing of three rank-
ing positions, up or down, must be 
seen in the context of other issues in 
a given year’s survey. If Infrastructure 
and Governance hold these positions 
or rise further in subsequent years, we 
can then try to account for the forces 
that establish a trend.

Top-Ten Current  
Issues Defined5

Following are brief profiles of the top-
ten issues that IT leaders say are the 
most important for their institutions to 
resolve for strategic success.

No. 1: Security
It is no wonder that IT security has 

again emerged as the top strategic issue 
for colleges and universities given the 
increasing amount of critical data and 
new services that are available electroni-
cally and need to be protected. The persis-
tence of security incidents and reported 
data breaches, and a growing number 
of compliance requirements including 
security-related state and federal regula-
tions and contractual obligations, make 
this a central and acute concern of all IT 
organizations, no matter their institu-
tions’ sizes and missions. College and 
university personnel have a daunting 
task to ensure the security of informa-
tion resources while operating within a 
culture of openness and decentralization. 
In addition, the changing nature of the 
threats continues to challenge IT orga-
nizations. Among the issues that institu-
tions need to address are the  following:
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the arrival of new technologies and 
concepts, ERP has risen in strategic 
importance to second place from 
third last year. In fact, ERP has stayed 
in the top five for all questions for  
all institutions .

In addition to large initial implemen-
tation costs, IT leaders typically find that 
staff development, user training, busi-
ness process modifications, regulatory 
compliance, and a very limited pool of 
talent are acute challenges and drains on 
resources. Annual maintenance, licens-
ing, and consulting services are also get-
ting more expensive.

Looking for new markets to penetrate, 
the major ERP vendors have been busy 
with acquisitions and product-line 
expansions. Advanced enrollment man-
agement, business intelligence, and live 
key performance indicator dashboards 
are a few of the new applications that 
vendors are promoting for improved 
institutional data analysis and deci-
sion making. While higher education 
uptake of these ERP add-ons has been 
modest, rising student expectations and 
increasing recruiting competition may 
drive more institutions to invest in get-
ting strategic value out of ERP data that 
are now usually oriented toward purely 
transactional use.

In general, open source and best-of-
breed systems have been and will con-
tinue to be attractive to higher educa-
tion. However, uncertainties about the 
total cost of ownership of open source 
systems continue to leave many institu-
tions wary of these options.

Selection of a new ERP system or eval-
uation of an existing one has become so 
involved and complex that one might 
want to consider letting an independent 
consulting firm run the assessment and 
RFP processes. Undoubtedly, defining 
the needs and making the final decision 
must stay with the institution’s stake-
holders and executive leadership.

Considerations for increasing value 
while reducing overall ERP cost will 
include:

■ What stakeholder dependencies and 
expectations must be factored into 
making sure you have the right sys-
tem for your institution?

■ How do the concepts of “empower-
ing strong leadership” and “fostering 
appropriate governance” relate to ERP 
system oversight?

■ Does your IT organization have a for-
mal and effective staff development 
program to meet the demands of ERP 
management?

■ Does your institution have a compre-
hensive and formal user-training pro-
gram? Do you use faculty and other 
champions to train others?

■ When and where does it makes good 
business sense for your institution to 
outsource system services?

■ What staff members and processes 
does it take to stay current with 
patches and upgrades?

■ Have you developed and do you enforce 
a strict policy on customization ?

■ Do you have a reasoned (and institu-
tionally accepted) approach to deci-
sions about centralizing and decen-
tralizing aspects of system mainte-
nance and application services?

■ Are you deploying new and proven 
technologies, such as virtualization, 
when and if possible?

■ Have you reduced the risk of signifi-
cant unplanned costs by implement-
ing best practices, such as creating 
and testing a disaster-recovery plan 
and implementing a comprehensive 
security plan?

No. 3: Funding IT
For the first time since the inception 

of this survey, Funding IT has fallen out 
of first or second position. In a recent 
University Business IT spending survey, 
51 percent of CIOs and IT leader respon-
dents reported an increase in IT budgets 
over the prior year. The survey found 
that “despite decreasing technology 
costs, computer hardware and enter-
prise software still claimed the biggest 
portions of most budgets.”6

IT leaders continue to face growing 
expectations for new and existing IT 
services that exceed budget capacity; 
escalating maintenance costs that take 
up larger percentages of IT budgets; and 
increased funding pressures at federal, 
state, and institutional levels.

As challenges continue, approaches 
to funding IT are evolving. Increasingly, 
campuses are recognizing the need to 
involve the CIO in the institution’s 
highest level of planning and gover-
nance. IT leaders are devoting more time 
to campus communications, multiyear 
planning, and presenting IT opportuni-
ties in the context of the institution’s 
mission (focusing on results versus 
the underlying technologies). These 
changes are having a positive impact on 
funding IT through better-architected 
results, informed decision making, and 
improved expectation management.

Does your IT organization have a formal and effective 

staff development program to meet the demands 

of ERP management?
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IT organizations historically focused 
funding efforts on operational priori-
ties (rates, lines of business, metrics); 
however, it is becoming increasingly 
important to balance this with strategic 
and organizational perspectives. Brian 
Hawkins recently noted,

Both operating and capital costs 
must be clearly understood.... More 
important, the functions that these 
expenditures support and how these 
lead to institutional goals need to be 
carefully and clearly communicated. 
[...] [IT] leaders need to have a 
dream…that the president and 
provost and the financial officer and 
all the other sectors of the campus 
community share.7

IT leaders will continue to be chal-
lenged by funding pressures and new 
service demands; however, if progress 
continues with shared vision, campus-
wide communications, and multiyear IT 
planning, perhaps one day funding will 
eventually be able to drop even lower if 
not off this list altogether.

Key campus considerations include:

■ As budgets continue to tighten, are 
new funding options being considered 
versus just concentrating on cost cut-
ting? Are changes in the global market 
allowing for new sources of labor and 
markets for your institution? Have 
assessments been completed on how 
technology can address the most press-
ing productivity issues on campus?

■ Are IT initiatives presented in the 
context of competing institution-
wide opportunities and issues? Are 
university-wide leaders involved in 
IT governance for investments and 
expectation setting? Are peer and ven-
dor relationships being leveraged to 
the institution’s fullest potential? Are 
nontraditional partnerships investi-
gated (for example non-higher-ed 
partners for data center back-ups)? 
Are co-development/joint research 
collaborations explored?

■ Where IT organizations have been 
allowed to assess chargebacks, are 
the rates creating desired incentives 
for decision making and control? Are 

multiyear service trends documented 
and shared to inform the campus 
about the growth of new service offer-
ings and changes to existing offer-
ings? Are cost-saving options, such as 
e-mail outsourcing, investigated? Are 
financial plans presented with bench-
marking that is meaningful on your 
campus? Two essential resources for 
benchmarking IT funding in higher 
education are the EDUCAUSE Core 
Data Service (http://www.educause 
.edu/apps/coredata/index.asp) and 
The Campus Computing Project 
(http://www.campuscomputing 
.net/).

No. 4: Infrastructure
It is not surprising that the manage-

ment of IT infrastructure has consis-
tently been an EDUCAUSE top-ten cur-
rent issue for the past several years. In 
2008, it jumped three positions over 
2007 to number four. The challenge 
of maintaining and enhancing campus 
infrastructures has become more acute 
due to a number of factors: environ-
ments becoming more complex and 
subject to intrusions and security 
breaches; more demanding technol-
ogy users and higher expectations for 
always-on service; new pressures on 
sustainability and the environment; 
and budgets that are never quite suf-
ficient to cover priority investments.

Supporting robust connections 
to regional and national networks; 
maintaining, managing, and secur-
ing campus backbone networks; and 
providing robust connections to the 
desktop require sound fiscal planning 
and commitment to providing for the 
basic computing and telecommunica-
tions needs of the college or university. 
And that’s just the network! Among 
the other critical components of the 
IT infrastructure are voice services, 
software licensing and life cycles, the 
exploding need for storage, and facili-
ties for disaster recovery and business 
resumption. The IT organization at 
some institutions is being asked to fund 
and maintain new infrastructure proj-
ects, such as wireless and VPN, while 
not yet being able to fully fund and 
support the “traditional” wired infra-

structure. Indeed, this issue embraces 
all the elements of the emerging topic 
of “cyberinfrastructure,” which has 
come to mean much more than the 
NSF’s raised bar for secure informa-
tion transfer between researchers and 
the agency.

There is an expectation that IT infra-
structure, like electricity and water, is 
always there when needed. While infra-
structure may not be a showcase item, 
it is the bedrock for those technology-
related activities that promote and 
enhance the reputation of the institu-
tion. Infrastructure is the “silent part-
ner” in teaching and learning, schol-
arship and research, student services, 
administrative applications, and out-
reach and engagement.

Newer and emerging important 
aspects of infrastructure are changing 
how we must manage in the future. The 
necessary focus on “green computing”—
in particular, energy conservation—will 
have a demonstrable impact on future 
infrastructure decisions. Shared data 
facilities, virtual machine technolo-
gies, consolidation strategies, and power 
management are a few of the growing 
expectations for infrastructure plans 
and investments.

Key questions related to IT infrastruc-
ture include:

■ Does your institution have a life-cycle 
funding model that allows for regular 
and continuous upgrade of IT infra-
structure components?

■ Are you able to predict an accurate 
trajectory for bandwidth needs? Is 
there a plan in place to assure that 
those needs are met?

■ Is IT infrastructure addressed in your 
institution’s strategic plan?

■ Have you initiated a “green comput-
ing” program at your institution?

■ Is your technical network staff up-to-
date on emerging technologies and 
standards? Do you provide profes-
sional development opportunities to 
assure that staff will acquire neces-
sary skills? Do your network leaders 
participate in national or regional 
networking groups?

■ Does your infrastructure have built-in 
redundancy to provide continuous 
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service? Have you arranged for alter-
nate sites for business continuity in 
case of an emergency or disaster?

■ Do you periodically consult with 
deans, chairs, faculty, and admin-
istrators about the adequacy of IT 
infrastructure? Have you measured 
your students’ satisfaction with the 
IT infrastructure?

No. 5: Identity/Access 
Management

On increasing numbers of campuses, 
awareness of the challenges of Iden-
tity/Access Management (I/AM) has 
grown beyond the provenance of the 
IT organization to an institution-wide 
commitment, albeit grudgingly in some 
quarters, to new network usage and 
information access protocols. As insti-
tutions develop plans and operations 
relating to each of the major elements 
of I/AM—identification, authentica-
tion, and authorization—awareness and 
action both are maturing.

I/AM was initially associated with 
Security in both the EDUCAUSE Core 
Data Service (http://www.educause 
.edu/apps/coredata/) and in previous 
Current Issues Surveys (http://www 
.educause.edu/CurrentIssues/875). 
Beginning with the 2007 Current Issues 
Survey’s separation of Security and 
Identity Management into two distinct 
issue choices, I/AM has gained new 
importance. This isn’t to suggest that 
Security is less important but, rather, 
that I/AM appears to be taking on a 
broader perspective similar to the evo-
lution of business continuity planning 
in relation to disaster recovery.

Similarly, there has been a clarion call 
from IT leaders to educate and inform 
campus constituencies about the impor-
tance of I/AM because so much depends 
on the risk awareness and active vigi-
lance of individual network users.8 
Organizations such as EDUCAUSE, the 
InCommon Federation, Internet2, and 
the NSF are making concerted efforts 
to develop applications and policies 
for I/AM. However, these appear to be 
just the initial steps required to alert 
the community that more needs to be 
done. Recently, EDUCAUSE launched a 
spotlight series of web seminars on how 

IT professionals are addressing specific 
I/AM challenges on different campuses 
(http://www.educause.edu/Spotlight 
Series/15139).

In addition to questions raised in last 
year’s Current Issues Survey Report,9 
questions for Identity/Access Manage-
ment include the following:

■ Do you understand the case state-
ment for alerting campus leaders 
to the need for a comprehensive 
approach to I/AM planning? Sev-
eral cogent arguments for a campus-
wide effort can be found at <http://
connect.educause.edu/Library/
EDUCAUSE+Review/WhatHigher 
EdLeadersNeedto/45001> and <http://
connect.educause.edu/Library/
ECAR/CampusITSecurityLeveragin/ 
40153>.

■ What is the status of your campus 
plan for addressing I/AM?

■ Has the institution planned or com-
pleted an IT risk assessment?

■ Where does the institution stand in 
relation to the essential policy devel-
opment that is necessary to support 
a robust I/AM implementation?

■ Have these policies been shared with 
campus leaders as part of a business 
case or communications strategy?

■ Are the IT staff aware of the long-
term goals to integrate the systems 
of identification, authentication, and 
authorization?

■ In light of your staff and institutional 
resources, have you considered exter-
nal expertise to help with planning 
for I/AM, regarding either policy or 
technical development? For a list of 
I/AM software vendors, see http://
connect.educause.edu/wiki/IDM/
IAM+Software+Vendors.

■ Are you aware of the growing reposi-
tory of information available at the 
EDUCAUSE website on I/AM (http://
www.educause.edu/IdM)?

No. 6: Disaster Recovery/
Business Continuity

Disaster Recovery/Business Continu-
ity (DR/BC) first appeared in the Cur-
rent Issues Survey in 2001 and made it 
to the top-ten list in four of the past five 
years. In the same period, according to 

a 2007 ECAR study,10 about half of the 
responding institutions suffered dis-
ruptive events that triggered an emer-
gency response. About 60 percent of 
institutions have a strategic plan for 
IT disaster recovery.11

However, in a world where nearly 
50 percent of the business functions 
are considered mission-critical12 and 
expectations of always-on service are 
the norm, the classic reactive mode 
of disaster recovery—hours or days of 
downtime while back-ups are retrieved 
and data recovered—may not be good 
enough. Instead, institutions are 
shifting their focus to more proactive 
planning for organizational resilience, 
building their capability to respond rap-
idly to unforeseen change with service-
oriented architectures, data mirroring, 
and server virtualization, among other 
strategies. A few institutions have even 
gone so far as to create an organiza-
tional resilience unit.13

Whatever approach an institution 
takes to DR/BC planning, some person 
or office should have specific respon-
sibility for coordinating it. Such plan-
ning is a complex, iterative process that 
requires support from the entire institu-
tion, not just IT, particularly when the 
focus is on resilience. Resilience needs 
to be introduced into the ordinary man-
agement and decision-making processes 
about technology and systems, and a 
designated sponsor helps ensure such 
integration. Collaboration is also essen-
tial to building resilience, not only col-
laboration within the institution but 
also with partners in the larger com-
munity, in the region, and in other 
parts of the country. The development 
of national and state standards for cri-
sis management14 has made larger-scale 
collaboration easier by providing a com-
mon language and procedures.

While the traditional approach of 
threat/vulnerability assessment and risk 
management continues to be impor-
tant, capabilities assessment is also criti-
cal. What capabilities—multiple com-
munication platforms, well-understood 
telework procedures, virtual support ser-
vices—are in place or must be developed 
to ensure the recovery and continuance 
of the organization?
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There is, of course, a cost for building 
resilience, but the cost of recovering 
from an unplanned disruption is often 
many times greater. Critical questions 
for DR/BC include:

■ Has your institution assigned respon-
sibility for coordinating DR/BC 
planning to a specific individual or 
office?

■ Has your institution conducted a 
risk assessment to determine likely 
threats and mitigation factors? How  
much of a risk are your current operat-
ing methods?

■ Has your institution conducted a busi-
ness impact analysis to determine 
mission-critical applications and res-
toration priorities?

■ Does your institution have a docu-
mented and tested DR/BC plan for 
each mission-critical application? Is 
there a program in place for continu-
ous revision and testing of the plans?

■ What processes and capabilities are 
needed to make your institution resil-
ient? Do you have a plan for building 
and testing these capabilities?

■ What opportunities for partnership 
exist within your state or region to 
provide resilience to your institution 
and your partner institution (a shared 
regional data center, cross-training, 
joint testing exercises, for example)?

■ Does it make sense for your insti-
tution to outsource some DR/BC 
 functions?

■ Are issues of DR/BC and resil-
ience routinely included in every  
discussion about new technologies at 
your institution?

No. 7: Governance, 
Organization, and Leadership

The issues surrounding IT gover-
nance in higher education are complex 
indeed. While, on the one hand, many 
of these issues are institutionally and 
organizationally agnostic, others very 
much reflect the history and culture 
of our individual campuses. What may 
seem to be simple questions, such as 
the IT leader’s title and reporting line, 
are anything but simple. Complicating 
many of these discussions is the fact that 
within a very short amount of time (at 

least in institutional terms), and within 
the institutional memory of many on 
our campuses, IT has gone from being 
nonexistent to an ever-visible presence 
requiring ever-more resources in terms 
of staffing, budget, and time.

Many of our campuses have reached 
the point of enlightenment where the 
head of the technology organization is 
called upon as needed to discuss obvi-
ous technology-related matters. How-
ever, fewer than half of our institutions 
have the top IT administrator sit at the 
cabinet level (although the trend has 
been modestly increasing). The EDU-
CAUSE Core Data Service (http://www 
.educause.edu/apps/coredata/) for 2003 
shows 30 percent of CIOs reporting to 
the president and 44 percent sitting 
on the cabinet, while the data from 
the 2005 survey shows those numbers 
increasing to 31 percent and 46 per-
cent, respectively, and for 2006, 32 
percent and 48 percent. These insti-
tutions recognize the value of having 
someone with a deep understanding of 
the strategic and transformative values 
of technology participate in broad insti-
tutional discussions.

At the same time, our constituents 
are concerned with who is involved in 
technology-related decision making. 

Much as the CIO wants to be engaged 
at the highest level of institutional 
discussions and decision making, so 
too does the campus community want 
to be involved in the IT process. As 
a result, the institutional committee 
structure should ensure opportunities 
for involvement from all members of 
the campus, not just the faculty (who 
frequently have involvement in such 
matters codified in the governance). 
Of course, it is also important to struc-
ture incentives and responsibilities so 
that involvement is a practical reality 
and not just a theoretical right. It is 
also important to determine what to 
share with the institution’s governance 
board and to be aware of its expecta-
tions of involvement in technology 
discussions, an issue that is on the 
minds of many IT leaders, as shown by 
recent discussions on the EDUCAUSE 
CIO listserv (http://listserv.educause 
.edu/archives/cio.html).

For senior members of our profession 
to be welcomed “at the table,” it is imper-
ative that they convey both an interest 
in and understanding of the complete 
spectrum of issues that are of impor-
tance to the institution. Such interest 
should not develop in a vacuum. We 
need to ensure that the next generation  

The development of national and state standards for crisis 

management has made larger-scale collaboration easier 

by providing a common language and procedures
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of IT leaders not only has technical 
expertise but also has been regularly 
exposed to and engaged in the issues of 
the day that affect our institutions and 
higher education in general. Cultivat-
ing such an awareness can be difficult 
when IT staff treat their work as “jobs” 
rather than “professions,” making staff-
ing and professional development (see 
issue number 10) so critical. Indeed, 
leadership development is a frequent 
topic of interest at both national and 
regional conferences.15

Important questions to ask about gov-
ernance and leadership are:

■ Do you have appropriate advisory 
committees, and are they constituted 
to ensure broad constituent input?

■ Has the IT governance process been 
designed in a coherent fashion, or is it 
simply an accretion of inherited prac-
tices and institutional traditions?

■ Does the IT governance process have 
the performance measures and other 
metrics necessary to make informed 
decisions? Does it make decisions on 
that basis?

■ Are you creating professional develop-
ment opportunities within your orga-
nization to engage your staff in discus-
sions of a broad set of issues facing 
your campus and higher  education?

■ Has your campus reexamined the 
reporting relationship of the CIO 
as well as given the CIO a place on 
institution-wide committees, includ-
ing the executive cabinet?

■ Is the CEO willing to charter and 
actively support the advisory 
committee(s)?

No. 8: Change Management
IT organizations large and small, 

private and public throughout higher 
education are under constant pressure 
to advocate or influence institutional 
change. For most campuses, the CIO 
has the dual role of delivering service 
and support and acting as an agent of 
collaborative change throughout the 
organization. CIOs use change manage-
ment (i.e., the purposeful and structured 
approach to transition from a current to 
a desired state) to align their organiza-
tions to match the college or university’s 

core requirements. In addition, CIOs use 
change management methods and prac-
tices to ensure service levels, improve 
the consistent delivery of operations, 
and improve predictability of support 
and innovation.

Change management allows the 
CIO to engage in purposeful change by 
defining processes, disclosing methods, 
and facilitating the desired outcomes 
for both systems and for processes and 
services. For these reasons, the practice 
of change management informs the role 
of CIOs and IT management throughout 
the institution.

CIOs have been calling for profes-
sional practices in change management 
in recent articles and presentations.16 

For example, Geoff Scott reminds us that 
IT in higher education must be more 
flexible and, therefore, more respon-
sive as its management improves. While 
change management practices may start 
with vision and leadership, few IT lead-
ers and their institutions are trying to 
improve governance through explicit 
management practices.17

Change management is a manage-
ment practice informed by defined 
methods. Although no single method 
or practice will suit all institutions, 
here are a few questions that will help 
organizations establish purposeful, 
managed change:

■ What is your institution’s culture 
and capacity for embracing change? 
How can you improve the adoption of 
change when it is right and needed?

■ Since “culture eats change,” how can 
you align/realign management prac-
tices with an emphasis on culture?

■ What process improvements and 
skills alignment do you need to sup-
port before significant change can 
happen?

■ Which of the multiple layers of your 
IT organization are most in need of 
transformation?

■ In order to involve every layer of 
the organization, which leaders, 
stakeholders, and external constitu-
ents need to be engaged in change 
 management?

■ Do you make the best use of data to 
establish a need or to explain why 
change is needed?

■ Have you deployed ITSM (informa-
tion technology service management) 
or similar standards and methods as 
the foundation for change?

■ Do you communicate with the 
campus with regular and timely 
information that helps stakeholder 
groups acknowledge, improve, and 
 celebrate?

No. 9: E-Learning/Distributed 
Teaching and Learning

The CIO invests in E-Learning/ 
Distributed Teaching and Learning 
by efficiently hosting enterprise-level 
hardware/software, securing access, and 
ensuring data integrity. Through strate-

Change management is 

a management practice 

informed by defined 

methods
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gic dialogue with campus stakeholders, 
CIOs are responsible for adopting and 
implementing new technologies to sup-
port teaching and learning. However, 
the rapid rise of Web 2.0 technologies 
to support user-generated content, build 
collective intelligence, and share infor-
mation across a participatory commu-
nity of learners internal and external to 
the campus alters the pace of adoption, 
points of entry for adoption, and con-
figuration of leaders who should be dis-
cussing resulting issues. As faculty and 
students self-select and adopt emerging 
social networking tools and applications 
residing outside the local IT environ-
ment, campus dialogue must focus on 
impact on the underlying IT infrastruc-
ture, content retention, and protection 
of user (and content) rights.

When balancing the ongoing sup-
port of enterprise-level technologies, 
the natural state of emerging technolo-
gies can dissuade CIOs from investing 
significant resources. As experienced in 
the early years of learning management 
systems, institutions must figure out 
how to create a roadmap for turning 
the emerging technologies into pro-
ductive tools for supporting the next-
generation e-learning environment. 
Examples include e-portfolios, wikis, 
blogs, podcasts, e-learning repositories, 
and virtual worlds.

Institutions can remove barriers to 
creating a campus e-learning roadmap 
and respond proactively to emerging 
technologies they do not control by 
addressing the following questions:

■ Is there active and collaborative 
engagement, not merely a divi-
sion of labor, between the CIO, the  
library, and those responsible for fos-
tering an effective teaching and learn-
ing environment?

■ Is the CIO in dialogue with legal coun-
sel, provosts, and records managers 
about the issues inherent in instruc-
tional use of emerging, user-focused 
applications? Because technology 
developments always outpace policy, 
are these individuals willing to reach 
common understanding of what is at 
stake without attempting to curtail 
the use of such services?

■ Are the aforementioned leaders pro-
viding faculty with consistent infor-
mation about the benefits, risks, and 
tradeoffs in using services that either 
fall into the category of emerging tech-
nology or exist outside the university’s 
purview? For example, will graduates 
be able to access a pilot e-portfolio ser-
vice that is either housed on a server 
in a school of education or offered 
at no charge by an external vendor? 
What are the implications of student 
blogs hosted off campus?

■ Do the IT staff appreciate that faculty 
adoption of emerging technologies 
may require rapid accommodations 
in the configuration of the institu-
tion’s hardware and software infra-
structures that have been hardened 
for security purposes?

■ Is the institution monitoring the prog-
ress of e-learning technologies and 
strategically implementing those that 
require institutional oversight? The 
resources of the EDUCAUSE Learning 
Initiative are a recommended guide.

No. 10: Staffing/HR 
Management/Training

The Staffing/HR Management/Train-
ing issue is IT’s Achilles’ heel. It may 
not always appear on the top-ten critical 
issues list but is always present. Every 
issue in IT has associated with it some 
kind of staffing challenge, whether 
recruiting and retaining talented and 
qualified staff, providing much-needed 
professional development opportunities, 
or managing staff morale and work envi-
ronment. Current research has raised 
concerns about the anticipated depar-
ture/retirement of aging IT leaders,18 
which requires planning for knowledge 
transfer.19 Another current issue is the 
life style and expectations of Net-Gen 
workers—they want a better work-life 
balance than their  predecessors.20

Successful recruitment and reten-
tion of IT staff require a partnership 
with the campus HR department to 
foster innovative initiatives.21 Ideally, 
this partnership should be character-
ized by an atmosphere that encourages 
flexible and innovative approaches 
to finding and keeping staff.22 Factors 
such as lower-than-market compensa-

tion, highly specialized and perishable 
skills, and ever-tightening budgets add 
to the challenges. Many institutions try 
to reduce dependence on the available 
pool of IT workers by “growing their 
own” staff through creating internship 
programs or hiring recent graduates. 
According to the U.S. Department of 
Labor, 64 percent of Americans who 
leave their jobs say they do so because 
they don’t feel appreciated.23 It is also 
clear that location plays a large role in 
both recruitment and retention. Size 
and location of the community, prox-
imity to high-technology centers and 
cities, cost of living, commute, life style, 
and pace all can be counted as factors.

An organization needs to invest in its 
staff by creating professional develop-
ment initiatives that meet broad organi-
zational goals while taking into account 
the specific needs of the individual.24 
A multitude of resources exist to guide 
a campus in this endeavor. The EDU-
CAUSE publication Cultivating Careers: 
Professional Development for Campus IT25 
offers first-person experiences, practical 
advice, and real-world examples of what 
works. Another set of valuable resources 
can be found on the EDUCAUSE Profes-
sional Development web page (http://
www.educause.edu/pd).

Critical questions for higher educa-
tion IT leaders to think about include 
the following:

■ How can we effectively communi-
cate unique IT staffing challenges 
and ensure ongoing attention to the 
problem at the institutional level? 
How can we encourage our institu-
tions to spend more time and money 
to promote themselves as an attrac-
tive place to work?

■ How can we work with HR to foster 
positive recruitment and retention 
initiatives, especially to streamline 
recruitment processes to compete 
more effectively in today’s market?

■ Can we create new ways of working 
that will provide stimulating work 
environments to help attract and 
retain staff?

■ Can we restructure our compensa-
tion systems to be more skill- and 
performance-based? Can we find ways 
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to allow for greater job flexibility and 
options, such as telecommuting or job 
sharing, and provide more benefits, 
such as daycare and study leaves?

■ How can we make higher education IT 
salaries more competitive with indus-
try salaries?

■ Should we expand our workforce 
by looking for talented individuals  
who do not have formal IT train-
ing and work with them to develop 
new skills? Should we be hiring more 
recent graduates ?

■ With the need for continuing tech-
nical education increasing and the 
cost for that training rising, how 
do we address these financial chal-
lenges? How can we predict the next 
generation of required skills? How 
can we adequately train our exist-
ing staff to meet the new technology 
 challenges?

■ With limited ability to provide out-
of-cycle salary increases or project 
bonuses, how do we show our appre-
ciation to our staff?

■ How can we take better advan-
tage of the soon-to-be retirees and 
enable knowledge transfer before 
they leave higher education? Can 
we effectively use their skills in a 
part-time way, should they choose 
to not fully retire?

■ How do we prepare existing and 
more traditional staff to accept 
and learn from the new generation  
of  workers?

Context: Other Annual 
Measures and Indices

It is worth placing the overall responses 
in the context of other annual reports, 
digests, and awards for higher education 
that focus wholly or partly on IT. To be 
sure, other organizations pose different 
questions and apply variable breadth 
and depth probes for different industry 
sectors and audiences than for college 
and university IT leaders per se. With 
this caveat, we see both convergence 
and divergence.

Association of Research Libraries
At any given time, the Association 

of Research Libraries (ARL) tracks and 
researches major issues of interest to 

its membership of 123 research libraries 
in the United States and Canada. The 
current ARL key issues, several of which 
intersect with issues on the radars of IT 
leaders, are

■ Copyright and intellectual property
■ Diversity
■ Library support for e-science
■ Leadership development
■ Legislation and appropriations
■ Library assessment
■ New models of publishing
■ Preservation
■ Special collections26

Campus Computing Project
Like the 2008 Current Issues Sur-

vey, The Campus Computing Project’s 
2007 survey found “network and data 
security” to be the most important IT 
issue for campus IT officers, having sup-
planted “instructional integration of IT” 
since 2004. In addition, “hiring/retain-
ing IT staff” appeared for the first time 
among the survey’s top issues, suggesting 
increased competition for IT talent and 
leadership in the economy. The top three 
concerns were, in descending order:

■ Network and data security
■ Upgrade/replace ERP systems
■ Hiring/retaining IT staff27

CIO Insight
CIO Insight’s annual IT survey for 

2008 groups the most important per-
ceived trends and best practices under  
four major headings, a selection of 
which includes:

■ Top five ways to cut IT costs
	 — Negotiate better prices from 

vendors 
	 — Use server, storage, or desktop 

 virtualization
	 —Standardize technologies, vendors
	 —Consolidate data centers
	 — Purchase IT products as part of a 

group
■ Major e-service areas consuming more 

resources
	 — Business intelligence/analytics/data 

mining software
	 — Content/information life cycle 

management software

	 — Consumer self-service technologies 
and applications

■ M-commerce acceleration
	 — Mobile commerce will account  

for 25 percent or more of all U.S. 
retail sales

	 — More than 25 percent of all U.S. 
bank transactions will be from 
mobile devices

■ Technology in the next five years
	 — Sixty-nine percent of CIOs say 

their companies will reduce serv-
ers/storage devices by 50 percent 
or more due to virtualization and 
data deduplication.

	 — Seventy-five percent say their organi-
zation’s IT architecture will be based 
on service-oriented software, Web 
2.0, and related technologies .

	 — Fifty-four percent say that “green” 
IT initiatives will reduce the 
amount of energy needed to run the  
organization’s computers by 50  
percent or more.28

Coalition for Networked 
Information

The Coalition for Networked Informa-
tion (CNI), an organization of 200 insti-
tutions representing higher education, 
publishing, network and telecommunica-
tions, information technology, and librar-
ies and library organizations, identifies 
the following current issues and projects 
in its 2007–2008 Program Plan:

■ Institutional content resources and 
repositories

■ Institutional and disciplinary implica-
tions of e-research

■ Digital preservation
■ Electronic theses and dissertations
■ Learning spaces—services and envi-

ronments for today's users
■ Organizational implications of 

 e-science and e-research
■ Risk management implications of 

digital content
■ Organizational issues in records man-

agement and institutional archives
■ Open archives initiative object reuse 

and exchange program
■ Institutional infrastructure to support 

research
■ Authentication, authorization, and 

access management29
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Council of Australian University 
Directors of IT

The Council of Australian Univer-
sity Directors of IT (CAUDIT)—con-
sisting of IT directors of universities 
in Australia, New Zealand, Papua New 
Guinea, and Fiji—identify the follow-
ing top-ten issues for 2007, in order  
of importance :

■ Staffing and workforce planning—
skills shortage, retention, and 
recruitment

■ Service management—support and 
delivery: availability, capacity, change 
management

■ Project, portfolio and risk 
management

■ Governance and IT strategic 
planning

■ Business continuity and disaster 
recovery

■ Identity management—authentica-
tion, authorization, access

■ Security
■ Information management—storage, 

archiving, records management
■ Funding and resourcing
■ Administrative systems—ERP upgrades 

and enterprise architecture30

EDUCAUSE Center for Applied 
Research

The EDUCAUSE Center for Applied 
Research (ECAR) research agenda pro-
vides a valuable perspective on issues of 
critical importance to higher education, 
and the studies and research bulletins 

that emanate from the agenda help 
campus leaders make better decisions 
about information technology. While 
the most recent research studies and bul-
letins are accessible only to subscribers, 
ECAR key findings and roadmaps are 
available to all as soon as they are pub-
lished. Numerous ECAR publications, 
including major research studies, case 
studies, and research bulletins that were 
published 18 months ago or longer, are 
publicly available. In addition, all cur-
rent and past survey instruments are 
accessible. In 2008, major studies of 
practices and trends have been or will 
be released on

■ Cyberinfrastructure resources and 
practices

■ International study of identity man-
agement and IT security in higher 
education

■ IT engagement in research in medical 
schools and colleges

■ IT governance in higher education
■ IT workforce in higher education
■ Student technology use and skills

ECAR subscribers also receive three 
reports per year from Burton Group on 
topics such as business process mod-
eling, converged real-time communi-
cations, trends in social software, and 
others.31

EDUCAUSE Core Data Service
The EDUCAUSE Core Data Service Fis-

cal Year 2006 Summary Report, published 

in October 2007, notes significant 
increases in the following:

■ Centralized IT support staff
■ Ratio of IT budgets to FTE students
■ Outsourcing of IT services
■ Bandwidth tracking
■ Personal  f i rewal l  software 

deployment
■ Campus security risk assessments
■ End-user authentication for network 

access
■ Campus wireless deployment and 

wireless security protocols
■ Antispam and antispyware software 

deployment
■ Providing legal music and movie 

download services
■ Completed portal implementations32

Gartner, Inc.
In October 2007, Gartner identified 

the top-ten “strategic technologies” 
that will have major enterprise impacts 
within the next three years, i.e., having 
the potential for IT or business disrup-
tion, the need for major investment, 
and/or risk in adopting late:

■ Green IT
■ Unified communications
■ Business process modeling
■ Metadata management
■ Virtualization 2.0
■ Mashup and composite applications
■ Web platform and “cloud 

computing”
■ Computing fabric
■ Real world web
■ Social software33

Horizon Report
The Horizon Report, an annual collab-

orative publication of the New Media 
Consortium and the EDUCAUSE Learn-
ing Initiative, identifies and describes 
emerging technologies likely to have 
major impacts on teaching, learning, 
and scholarship. The 2008 edition of 
the report identifies six key trends over 
three adoption-maturity horizons:

■ One year or less
 — Grassroots video
 — Collaboration webs
■ Two to three years

Additional Resources
see the 2008 Current Issues website (http://www.educause.edu/2008Issues 

resources) for these resources:

■  Downloadable PowerPoint presentations on current It issues and  

multiyear trends

■  separate files for tables in this article and additional tables with  

demographic breakdowns of survey results

■ recommended readings for each of the top-ten issues

■ Links to eDuCAuse Connect resources for each of the top-ten issues

■  HtML and PDF links to this article and the digest version in  

EDUCAUSE Review
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	 — Mobile broadband
	 —Data mashups
■ Four to five years
 — Collective intelligence
 — Social operating systems34

National Association of State 
Chief Information Officers

The 2007 annual survey of state CIOs 
by the National Association of State 
Chief Information Officers (NASCIO) 
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2007–2008 EDUCAUSE Current Issues 
Committee

identified the following priorities, in 
ranked order:

■ Consolidation
■ Security
■ Disaster recovery/business continuity 
■ Electronic records management/digi-

tal preservation
■ Health information technology
■ Shared services
■ Connectivity

■ Governance
■ Interoperability
■ Human capital/IT workforce35

Sloan Consortium
The Sloan Consortium’s fifth annual 

report, “Online Nation: Five Years of 
Growth in Online Learning,” sum-
marizes results of a survey of trends 
and challenges in online education 
faced by IT and academic leaders at a 
broad demographic of degree-granting 
institutions :

■ Almost 3.5 million students were tak-
ing at least one online course during 
the fall 2006 term, a nearly 10 percent 
increase over the number reported the 
previous year.

■ The 9.7 percent growth rate for online 
enrollments far exceeds the 1.5 per-
cent growth of the overall higher edu-
cation student population.

■ Nearly 20 percent of all U.S. higher 
education students were taking at 
least one online course in the fall of 
2006.

■ Associate’s institutions have the high-
est growth rates and account for over 
one-half of all online enrollments for 
the past five years.

■ All types of institutions cite improved 
student access as their top reason 
for offering online courses and 
 programs.

■ Institutions that are the most engaged 
in online education cite increasing 
the rate of degree completion as a 
very important objective; this is not 
as important for institutions that are 
not as engaged in online learning.

■ A significant majority (83 percent) 
of institutions with online offerings 
expect their online enrollments to 
increase over the coming year.

■ Higher costs for online develop-
ment and delivery are seen as bar-
riers among those who are planning 
online offerings but not among those 
who already have online offerings.36

Universities and Colleges 
Information Systems Association

The Universities and Colleges Infor-
mation Systems Association (UCISA), 
an association representing IT lead-
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ers and professionals in U.K. colleges 
and universities, administered a Top 
Concerns Survey to its members in 
2006–2007, resulting in the following 
top-ten  ranking:

■ Resources for IT
■ IT strategy and planning
■ E-learning
■ Business systems
■ Service availability
■ Architected IT infrastructure
■ Governance
■ Disaster recovery
■ Information management
■ Identity management37

Conclusion
The 2008 EDUCAUSE Current Issues 

Survey, affirmed by most other major 
pulse-reading in the profession, shows a 
blend of continuity and change in how 
IT leaders see their major challenges and 
opportunities. The traditional top-three 
issues seen as critical for institutions 
to resolve for their strategic success—
Security, Administrative/ERP Informa-
tion Systems, and Funding IT—have 
been the same for six straight years, with 
occasional shifts between first, second, 
and third ranking. Not surprisingly, 
these three appear among the top-five 
issues perceived to have the potential 
to become even more significant in the 
future, with Administrative/ERP Infor-
mation Systems and Security among the 
top-three issues occupying IT leaders’ 
time the most and consuming the most 
human and financial resources.

The survey results become interest-
ing when issues move into and drop 
out of the top ten. Notably this year, 
Change Management appeared for the 
first time (number 8) while Strategic 
Planning dropped off the list, not so 
much signaling that the latter is less 
important or not being done at all but, 
most likely, that IT leaders see their own 
organizations as the focus of needed 
change and as supporters of and cata-
lysts for mission-critical changes at their 
institutions.

The appearance of E-Learning/Dis-
tributed Teaching and Learning among 
the top-ten strategic issues in 2008 sug-
gests that instructional technology and 

design is now recognized as central to 
the IT organization’s mission as well as 
an expanding niche of the profession. 
The drop-off of Course/Learning Man-
agement Systems and Faculty Develop-
ment, Support, and Training could mean 
that these aspects of the teaching and 
learning enterprise are now understood 
under the rubric of E-Learning.

As an issue not previously seen among 
those with the potential to be more sig-
nificant in the future, the emergence of 
Compliance and Policy Development 
shows that IT leaders have an increas-
ing awareness of state and federal 
government focus on accountability 
in higher education. On campus, this 
may involve a new or expanded part-
nering role for the IT organization in 
identifying, aggregating, shaping, and 
interpreting institutional data that can 
support actions to improve student 
and institutional performance metrics. 
Beyond campus, it means not only 
staying abreast of legislative and regu-
latory pressures to control illegal file 
sharing, extend broadband access, and 
ensure net neutrality but also working 
with campus executives, government 
relations officers, and associations like 
EDUCAUSE to advocate on behalf of the 
higher education community.

Finally, the appearance of Staffing/
HR Management/Training on the list 
this year for the first time since 2001 
indicates that IT leaders face an increas-
ingly acute challenge in recruiting and 
retaining a skilled IT workforce to imple-
ment and maintain complex systems as 
well as to meet the rising appetite for 
technology services.

All in all, when considering the ups 
and downs and the apparent eternal 
verities of issues in the Current Issues 
Survey results from one year to another, 
one might paraphrase the novelist 
Tom Wolfe in saying that IT in higher 
 education is indeed “a profession in 
full.” e

Endnotes
 1. The Current Issues Survey is managed 

by the EDUCAUSE Current Issues Com-
mittee (see the sidebar), whose members 
review and recommend the set of issues 
to be presented each year and then write 
this analysis. Find links to previous Cur-

rent Issues Survey articles and related 
resources at http://www.educause.edu/
CurrentIssues/875.

 2. For a list of all issue choices and their sub-
topics for the 2008 survey, see http://www 
.educause.edu/2008IssuesResources.

 3. For EDUCAUSE P2P resources and spe-
cific positions on this legislation, see 
http://connect.educause.edu/term_view/
P2P+File+Sharing.

 4. Pressure continues in the wake of the 
2006 Report of the Secretary of Edu-
cation’s Commission on the Future 
of Higher Education (see http://www 
.ed.gov/about/bdscomm/list/hied 
future/index.html) for colleges and uni-
versities to improve and measure access, 
affordability, and accountability. Despite 
the removal of language in the pend-
ing renewal of the federal Higher Edu-
cation Act that would have limited the 
U.S. Department of Education’s authority 
to dictate how colleges and accrediting 
agencies develop measures of learning, 
there is growing recognition in the higher 
education community that it needs not 
only to debate but to implement such 
benchmarks. Information technology 
units will play an important role in part-
nering with other campus stakeholders to 
create, gather, interpret, and report insti-
tutional and student performance data 
for a broad set of  consumers.

 5. In addition to endnote references in this 
section, the 2008 Current Issues website 
(http://www.educause.edu/2008Issues 
Resources) has a special set of Recom-
mended Readings for each of the top-ten 
issues. Also, the search and browse fea-
tures of the EDUCAUSE Connect resource 
site (http://connect.educause.edu/) will, 
for each of the issues/topics described in 
this article, yield useful resources, includ-
ing research studies, magazine articles, 
white papers, books, conference session 
materials, effective practices, and useful 
links.

 6. Ann McClure, “Technology Spending 
Survey ’08,” University Business, Decem-
ber 2007, http://www.universitybusiness 
.com/viewarticle.aspx?articleid=960.

 7. Brian L. Hawkins, “Winds of Change, 
Charting the Course for IT in the Twenty-
First Century,” EDUCAUSE Review, vol. 
42, no. 6 (November/December 2007), 
pp. 54–70, http://connect.educause 
.edu/Library/EDUCAUSE+Review/Winds 
ofChangeChartingtheC/45223.

 8. See Norma Holland, Ann West, and 
Steve Worona, “A Report on the Iden-
tity Management Summit, Nov. 2–3, 
2006, Part of the 2006 EDUCAUSE Pro-
gram Plan,” http://www.educause.edu/
ir/library/pdf/CSD4751.pdf; and Brian 
L. Hawkins, “What Higher Ed leaders 



EDUCAUSE QUARTERLY  • Number 2 200830

Need to Know about IdM,” EDUCAUSE 
Review, vol. 42, no. 5 (September/Octo-
ber 2007), pp. 84–85, http://connect 
.educause.edu/Library/EDUCAUSE+ 
Review/WhatHigherEdLeadersNeed 
to/45001.

 9. John S. Camp, Peter B. DeBlois, 
and the EDUCAUSE Current Issues 
Committee, “Current Issues Sur-
vey Report, 2007,” EDUCAUSE Quar-
terly, vol. 30, no. 2 (2007), pp. 12–31, 
http://connect.educause.edu/Library/
EDUCAUSE+Quarterly/Current Issues 
SurveyReport/40026.

10. Ronald Yanosky, Shelter from the Storm: IT 
and Business Continuity in Higher Educa-
tion (March 29, 2007), EDUCAUSE Cen-
ter for Applied Research, http://connect 
.educause.edu/Library/ECAR/Shelter 
fromtheStormITandB/41174.

11. Kenneth C. Green, “The 2007 Cam-
pus Computing Survey,” (2007) The 
Campus Computing Project, http://
www.campuscomputing.net/survey-
summary/2007-campus-computing- 
survey.

12. Roberta J. Witty, “2005 BCM/DR Sur-
vey Results from Gartner, DRJ,” Disas-
ter Recovery Journal, vol. 42, no. 5 (Fall 
2006): pp. 26–32, http://www.drj.com/
articles/fall06/1904-03p.html.

13. Mardecia Bell and Ann Harris, “Beyond 
Business Continuity and Disaster Recov-
ery: The Paradigm Shift,” June 19, 2006, 
presentation at EDUCAUSE 2006 South 
east Regional Conference, http://www 
.educause.edu/ir/library/powerpoint/
SER06070.pps.

14. See BSi Group on British Standards, 
h t tp : / /www.bs i - g loba l . com/en/ 
Standards-and-Publications/Industry-
Sectors/ICT/Information-Security/BS-
ISOIEC-17799-FAQs/; National Fire 
 Protection Association, http://nfpa 
.org/assets/files/pdf/nfpa1600.pdf;  
and FEMA National Incident Manage-
ment System, http://www.fema.gov/
emergency/nims/index.shtm.

15. There were 13 sessions on Leader-
ship Development at the EDUCAUSE 
2007 Annual Conference (see http:// 
c o n n e c t . e d u c a u s e . e d u / b r o w s e / 
content/lib_item/4942,207). The 2008 
NERCOMP program has a session titled 
“Leadership, Planning, and Organiza-
tional Development,” and the 2008 
Western Regional Conference program 
has one titled “Leadership and Manage-
ment Challenges.”

16. See Shelton M. Waggener et al., “The 
 Organization of the Organization: 
CIOs’ Views on The Role of Central 
IT,” EDUCAUSE Review, vol. 42, no. 6 
(November/December 2007), pp. 24–53, 
http://connect.educause.edu/Library/
EDUCAUSE+Review/TheOrganization 

oftheOrgan/45222; Geoff Scott, “Effec-
tive Change Management in Higher 
Education,” EDUCAUSE Review, vol. 
38, no. 6 (November/December 2003): 
pp. 64–80, http://connect.educause 
.edu/Library/EDUCAUSE+Review/ 
EffectiveChangeManagement/40442; 
and Wayne Brown, “Taking ‘From 
Scratch’ Out of Problem Solving,” EDU-
CAUSE Quarterly, vol. 30, no. 4 (2007), 
pp. 60–62, http://connect.educause 
.edu/Library/EDUCAUSE+Quarterly/
Taking FromScratchOutofPro/45542.

17. Marquette University has used change 
management practices to improve their 
governance practices. See Danny Smith, 
“Improving IT Governance Through 
Formal Change Management,” pre-
sentation at EDUCAUSE 2007 Annual 
 Conference, http://connect.educause 
.edu/Library/Abstract/ImprovingIT 
GovernanceThro/45604.

18. Philip J. Goldstein, “Leading the IT 
Workforce,” presentation at the ECAR 
Symposium, December 5–7, 2007, 
http://connect.educause.edu/Library/
ECAR/LeadingtheITWorkforce/45909.

19. Cynthia Golden, “Planning for the 
Brain Drain,” EDUCAUSE Review, vol. 
41, no. 6 (November/December 2006), 
p. 84, http://connect.educause.edu/
Library/EDUCAUSE+Review/Planning 
forthe BrainDrain/40671.

20. Susan E. Metros, Tracy Mitrano, and 
Carie Windham, “Cultivating an Agile 
Workplace: When Eight-to-Five Meets 
the Net Gen Worker,” presentation at 
EDUCAUSE 2007 Annual Conference, 
October 2007, http://connect.educause 
.edu/Library/Abstract/Cultivatingan 
AgileWorkpla/45492.

21. Allison F. Dolan, “You Have an Open-
ing—Now What?” EDUCAUSE Quar-
terly, vol. 26, no. 1 (2003), pp. 47–49, 
http://www.educause.edu/ir/library/
pdf/eqm0317.pdf.

22. “Recruiting and Retaining Information 
Technology Staff in Higher Education,” 
Executive Briefing number 1 (August 
2000), http://connect.educause.edu/ 
L ib ra r y /Abs t rac t /Rec ru i t ingand 
RetainingInf/42984.

23. Mike Robbins, “Staff Retention: The 
Power of Appreciation at Work,” CIO 
Magazine, January 18, 2008, http://www 
.cio.com/article/print/173800.

24. Christine E. Haile and Lisa Trubitt, 
“Tailoring Professional Develop-
ment for IT Staff,” EDUCAUSE Quar-
terly, vol. 30, no. 3 (2007), pp. 44–47, 
http://connect.educause.edu/Library/
EDUCAUSE+Quarter ly/Ta i lor ing 
ProfessionalDeve/44836.

25. Cynthia Golden, ed., Cultivating Careers: 
Professional Development for Campus 

IT (Boulder, CO: EDUCAUSE, 2007), 
http://www.educause.edu/Cultivating 
Careers.

26. Association of Research Libraries, Key 
Issues, http://www.arl.org/issues/.

27. Kenneth C. Green, “The 2007 National 
Survey of Information Technology in US 
Higher Education,” The Campus Com-
puting Project, http://www.campus 
computing.net/.

28. “Top IT Trends of 2008,” CIO Insight, 
ht tp : / /www.c io ins ight .com/c/a/
Research/Future-of-IT/.

29. “CNI Program Plan 2007–2008,” Coali-
tion for Networked Information, http://
www.cni.org/program/.

30. “IT Directors Set Top 10 Issues for 
2007,” Council of Australian Univer-
sity Directors of IT (CAUDIT) Mem-
ber Notices, http://www.caudit.edu.au/
index.php/news/.

31. EDUCAUSE Center for Applied Research 
(ECAR) Research Studies, http://www 
.educause.edu/ResearchStudies/1010.

32. Brian L. Hawkins and Julia A. Rudy, 
EDUCAUSE Core Data Service Fiscal Year 
2006 Summary Report, October 2007, 
http://www.educause.edu/apps/core 
data/reports/2006/.

33. “Gartner Identifies the Top 10 Strategic 
Technologies for 2008,” Gartner, Inc., 
October 9, 2007, http://www.gartner 
.com/it/page.jsp?id=530109.

34. The New Media Consortium and the 
EDUCAUSE Learning Initiative, The 
Horizon Report, 2008 Edition, http://www 
.nmc.org/pdf/2008-Horizon-Report 
.pdf.

35. “State CIO Priorities Released,” Fast 
Facts, November 2007, National Associa-
tion of State Chief Information Officers, 
http://www.nascio.org/publications/
fastFacts/issues/2007-11.html.

36. I. Elaine Allen and Jeff Seaman, Online 
Nation: Five Years of Growth in Online 
Learning, The Sloan Consortium, http://
www.sloan-c.org/publications/survey/
pdf/online_nation.pdf.

37. Iain Stinson, “UCISA Top Concerns 
2006/2007—Results,” UCISA, 2007, 
http://www.ucisa.ac.uk/members/ 
surveys/tc/2007.aspx.

Debra H. Allison (debra.allison@muohio 
.edu) is Chair of the 2008 EDUCAUSE 
Current Issues Committee and Interim 
Vice President for Information Technol-
ogy at Miami University. Peter B.  DeBlois 
(pdeblois@educause.edu) is Director 
of Programs and Media Relations for 
 EDUCAUSE and staff liaison to the Cur-
rent Issues Committee.


