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ccess to on-line information
resources and the use of elec-
tronic transactions increasingly
augment the operation of modem
colleges and universities. These
resources and functions are im-
portant both internally and in
collaboration with external part-
ners. To reap the full benefits that

these resources and processes can offer, all members of
the campus community must be able to function easily
and securely throughout this rapidly growing elec-
tronic information environment. Although campuses
have made great strides toward developing robust and
ubiquitous communications network infrastructures,
the rich information environment envisioned in Sus-
taining Excellence in the 21st Century (Katz and West, 1992)
will not be realized unless equally robust and ubiqui-
tous enabling services are developed within the infra-
structure of our campuses and throughout the higher
education community.

I define the electronic information environment as
that set of electronic information services, on-line 
resources, communications services, applications 
software, and workstations that enable us to teach and
learn and work more effectively and without the 
constraints of time or place. Within this environment,
we need directories and other finding aids, credentials
that can establish identity and roles for both consumer
and supplier, and a myriad of other supporting 
services.

Infrastructure support services will enable easy and
secure access to information resources, support au-
thorized and verifiable transactions over the network,
and make possible appropriate management of li-
censed materials and other intellectual property. With
a coordinated approach, we will be able to leverage in-
vestments being made already in new applications on
our campuses as well as across the higher education
community.

As the electronic informa-
tion environment grows and
expands, it becomes necessary
to acknowledge and implement
certain constraints on users of
these resources—the “network
citizens” who navigate that en-
vironment. We must develop

analogues of the administrative controls with which we
are familiar in the traditional environment. These 
c o n t r o l s  s h o u l d  b e  s u p p o r t e d  b y  ge n e r a l i z e d  
infrastructure services put in place and managed by
the institution.

Existing access control and authentication mecha-
nisms are largely a legacy of older centralized technol-
ogy. Traditional institutional applications have been
developed from the ground up, providing for all as-
pects of the process in an idiosyncratic way. Today we
understand that many of the components of these ap-
plications have a great deal of commonality. These in-
clude a secure and reliable way to affirm that users of
our resources are who they purport to be and that they
are authorized to use the resources to which they seek
access. There must be a source of definitive informa-
tion regarding their affiliation with the campus as well
as other business-related data. There must be directory
services to help them find the resources they need.
There must be standards and supporting services for
encryption to secure data transmission and to create
the digital equivalent of a personal signature. There
must be efficient mechanisms to support accounting
for the use of a wide variety of network-based re-
sources as well as services that can be supported by
network communications.

Lack of common general solutions for authentica-
tion, authorization, directory services, and encryption
will impede the development of a broad range of infor-
mation resources, from client-server financial systems
to digital libraries. If properly designed, these technical
building blocks can be combined and extended to form
a set of common services, or “middleware,” that will en-
able a wide variety of complex capabilities that are
available almost transparently to the end user (see Fig-
ure 1). These new and critical middleware services will
enable members of the academic community to become
true universal network citizens and roam freely and se-
curely, without undue let or hindrance, throughout the
emerging electronic information environment.

Th e  av a i l a b i l i t y  a n d  u s e  
of these and other building
blocks also can form the basis
for more robust and efficient
management of institutional 
resources. Rule-based authori-
zation processes can support
d i s t r i b u t e d  o p e r a t i o n  a n d  

Re p r i n t e d  w i t h  p e r m i s s i o n  f r o m
Richard N. Katz and Diana Oblinger,
eds., The “E” Is for Everything: E-Com-
merce, E-Business, and E-Learning in the
Future of Higher Education. Copyright ©
2000 Jossey-Bass Inc., Publishers.

B Y  D A V I D  L .  W A S L E Y

A

EDUCAUSE r e v i e w � Ju l y/Augus t  2000

I L L U S T R A T I O N  B Y  M A R I A  R E N D O N



PASSPORTS: THE AUTHENTICATION SERVICE
The fundamental support service that will empower
the network citizen is a universal, distributed, reli-
able, and robust digital credential system. Just as trav-
elers must carry their passport when entering a dif-
ferent country, network citizens should carry a
recognized credential when entering the electronic
information environment. This credential, which can
be validated by any service encountered, will ensure
the authentic identity of the in-
dividual holding it.

Passports are recognized as
authoritative around the world
because the issuing authority is
recognized by international
treaty. So too should the net-
work credential be recognized
as authoritative so that network
citizens can visit various sites
and resources without having to
resort to site-specific identifica-
tion. Instead of an international
treaty, there must be agreements
among cooperating administra-
t i v e  d o m a i n s  t o  t r u s t  e a c h
other’s credentials. Such agree-
ments are based on understand-
i n g  t h e  m e t h o d o l o g y  a n d
management of the process for
issuing the credentials.

The concept of a digital cre-
dential that refers to a single
electronic identity is powerful
because it can enable easy access
to resources for the traveler. The credential itself may
not carry much information about the individual,
much as the traditional passport carries not much
more than a picture, an address, and a passport num-
ber. However, that passport number can be the key to
determining additional attributes about the holder. In
an analogous way, the digital credential should have
an identifier (e-ID) that is unique to the credential
holder and can be used as a key to discovering further
identity information.

Relying on a single credential is fraught with the
potential for abuse if it is mishandled. Since e-IDs will
let travelers into many places, they must be issued
only with strong assurance that individuals are who

they claim to be. Once the e-ID is issued, the holder
must recognize that it is an extension of his or her per-
sonal identity, protect it carefully, and never lend it to
another person.

Even with reliable credentials, it will be desirable in
many cases for an individual to have several e-IDs to
be used for different purposes. All individuals and
their organizations must consider the potential im-
pact of a compromise of the security of any e-ID. For

example, the manager of an ad-
ministrative computing system
might have an e-ID that carries
with it special privileges. That e-
ID should be used sparingly and
only in conjunction with that
system so that compromise of
the more powerful e-ID would
have consequences of a more
limited scope and could be dealt
with more readily. The system
manager would use a less pow-
erful e-ID when doing routine
work, such as checking e-mail or
writing reports.

An e-ID represents an asser-
tion on the part of a registration
authority that a known individ-
ual or entity is represented by
that e-ID. If the registration au-
thority is well designed and reli-
able, then services in cooperat-
ing administrative domains, or
realms, can be comfortable ac-
cepting those externally regis-

tered e-IDs. Thus, in the general case, the e-ID must in-
dicate not only the individual but also the registration
authority that issued the e-ID. Ultimately this concept
could be extended to commercial registration authori-
ties so that, for example, high school students regis-
tered with a local electronic notary might be able to use
their own credential’s e-IDs in submitting electronic
applications for admission to a college or university.

Once a campus has a robust digital credential is-
suance and authentication service in place with reli-
able operational support, all of the important campus
server applications should be adapted to use this sys-
tem. Parts of this process could take a long time since
many applications are vendor supported and vendors
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r e s p o n s i b i l i t y.
Well-designed and
r e l i abl e  s u p p o r t
services can help
the campus protect
intellectual prop-
erty as well as in-
s t i t u t i o n a l  d a t a .
D a t a  e n c r y p t i o n
s t a n d a r d s  a n d
services  will  en-
able the reliable
use of e-commerce
within the institu-
tion and with ex-
ternal partners.

D i f f e r e n c e s
among campuses
in their informa-
tion environment
middleware services tend to inhibit sharing of re-
sources, a tendency that will become exacerbated as
critical new shared resources such as virtual digital li-
braries begin to emerge. Currently a faculty member or
student at one campus who is visiting another campus
must make special arrangements in order to make use
of many of the services at the second campus. If the
services require access control, the individual must ac-
quire yet another password and account name. Coordi-
nated middleware services can allow the identity and
affiliations of any member of the higher education
community to serve them wherever they may be work-
ing at the moment.

I will continue to use the metaphor of a network
citizen traveling throughout the electronic informa-
tion environment to illustrate the basic middleware
building blocks. It is with the goal of catalyzing the de-
velopment and implementation of the best technolo-
gies to implement these services within the higher edu-
cation community that we begin this management tour
of the electronic information environment.

THE TERRAIN: THE ELECTRONIC INFORMATION ENVIRONMENT
The electronic information environment is an increas-
ingly complex territory in which valuable resources
can be found, but it is foreign to our usual senses.
Many of the familiar problems and processes are found
here but take a different form. What is our identity?

W h a t  c a n  w e  d o
here? How do we
f i n d  r e s o u r c e s ?
How do we traverse
t h e  e n v i ro n m e n t
with safety? How
do we account for
what we use? Do we
s h a r e  a  c o m m o n
reference for time
or place?

The foundation
o f  t h e  e l e c t ro n ic  
information envi-
r o n m e n t  i s  t h e
complex of inter-
c o n n e c t e d  n e t -
wo rk s  ( i n c l u d i n g
o u r  c a m p u s  n e t -
wo rk s )  k n o w n  a s

the global Internet. Accessible from desktops both
within our campuses and via the Internet are an ever
growing variety of databases, information servers, ven-
dors doing business via e-commerce, computational
servers, and a panoply of applications programs from
e-mail to collaborative systems based on interactive
virtual reality. E-commerce is developing rapidly in
many forms and will enable reliable transaction of in-
stitutional business as well as new opportunities for
individuals.

Our helpers in traveling the information environ-
ment are client software and programs that interact
with other electronic entities by means of well-defined
protocols. Just as in the analogue world, these proto-
cols provide for successful interoperation among
widely differing entities. The World Wide Web is an
excellent example of this concept: the same set of com-
plex text, graphics, audio, and video can be found and
viewed on almost any modern computer regardless of
what kind of computer might hold them. One signifi-
cant advantage of this layered approach to complex
systems is that individual pieces of the environment
can be built or replaced without affecting the rest of
the infrastructure. Another advantage is that end-user
platforms can be tailored to different user communi-
ties and application needs. This layered approach must
guide us in the development of essential information
environment support services.
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prove payment of EDI-based invoices electronically.
Workflow systems could identify individuals who need
to be informed of such transactions for possible post-
transaction audit.

Whereas administration of an attribute service
should be hierarchical and coordinated centrally, re-
sponsibility for actual eligibility data with respect to
any given service should be distributed to conform
with campus management structure. This is primarily
an administrative rather than a technical issue. Suffice
it to say that developing and managing a database ser-
vice that combines all important attributes, roles, and
affiliations and allows them to be managed by the of-
fice of record would provide important generality
while maintaining the institution’s established admin-
istrative structure.

WHO’S THERE? 
THE DEMOGRAPHICS DATABASE SERVICE
One particularly vexing problem is the maintenance of
accurate personal data, such as home address, campus
office address, or preferred e-mail address. Today there
are far too many different databases wherein the same
data are entered, usually by different individuals, from
separate forms that must be filled out repetitively by the
person who actually “owns” the information. For exam-
ple, in many cases the same individual is both a student
and an employee, which means that the same personal
data often are maintained by entirely separate offices.
Clearly it would be desirable to have a single compre-
hensive database of record that would hold information
about all members of the campus community and in
which personal data could be maintained by the rele-
vant individual or appropriately designated staff.

With strong authentication and a well-designed at-
tribute service, it would be possible to build such a de-
mographics database system. It might well be com-
bined with a basic eligibility service so that a single
database system supports both. Fields within a record
would have associated rules for access or updating. All
institutional applications that require use of personal
data would use this comprehensive demographics
database by either periodic downloading or indirect
relational reference. In particular, on-line directory
services for locating campus community members
would use this authoritative database as their data
source.

Campus network citizens could be responsible for

maintaining all of their own personal data and also could
check on the completeness or accuracy of other attribute
data, such as payroll title or salary, status toward a degree,
or the parameters of their employee benefits.

MAPS AND GUIDEBOOKS: DIRECTORY SERVICES
Information services and resources abound on cam-
puses and beyond. The community of users changes
and moves about, and the topology of the network
changes periodically. How does a network citizen find
anyone else or any particular service or information?

The Domain Name Service was the first widespread
directory service in support of the information envi-
ronment. Other common directories exist today, such
as directories of people and searchable databases of in-
formation resources. Many more kinds of maps and
guidebooks are needed to serve the new and complex
information resources we are deploying. For example,
the network citizen might want to find an on-line copy
of Van Gogh’s Child with Orange and the nearest color
printer that she or he is eligible to use and that is capa-
ble of high-resolution, large-format printing. New re-
source location services must support more complex
data and search strategies.

A well-managed set of directory servers and search
engines for information objects will help the network
citizen discover resources and navigate easily through-
out the electronic information environment.

SAFE PASSAGE: ENCRYPTION AND DIGITAL SIGNATURES
Authentication and access control alone are not suffi-
cient to guarantee safe passage throughout the elec-
tronic information environment. Passwords can be
guessed or stolen, data can be monitored in transit, and
identities sometimes can be forged. The strongest de-
fense against these challenges involves the use of mod-
ern encryption methods to ensure privacy of data
transmission and create the digital equivalent of a pen-
and-ink signature.

Our networks are truly open systems, which is one of
their strengths as well as a source of many vulnerabili-
ties. Any transmission might be intercepted, and any
data received might be questionable. Attacking com-
puters on the Internet has become a rampant obsession
among certain curious and occasionally antisocial
groups. Fortunately, modern encryption technology of-
fers potential solutions for most of these concerns.

Encryption of data while in transit can protect 
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are not yet responding to this broader vision. Until
there is a well-established generalized authentication
service, each server or application has little choice but
to  i m p l e m e n t  it s  o w n  i d i o sy n c rat ic  m e t h o d  o f
authentication, and the network citizen must deal indi-
vidually with each one encountered.

TICKETS AND PASSES: 
ATTRIBUTE AND ELIGIBILITY DATABASES
Eligibility, as distinct from authentication (which war-
rants the identity of a particular user), is an equally im-
portant support service in the electronic information
environment. Eligibility helps
define what network citizens may
do or that to which they may gain
access. It may be based on a per-
son’s e-ID or on any set of attri-
butes associated with that e-ID,
such as the person’s affiliation
with or within the institution,
role, or current status. Often it is
desirable to separate authentica-
tion service from eligibility and
attribute functions, and it may be
desirable to support them on dif-
ferent servers.

Eligibility does not necessarily
imply authorization. The network
citizen may be eligible to gain ac-
cess to a resource, but at the time
access is requested, the service
m i gh t  b e  o v e r s u b s c r i b e d  o r
otherwise unavailable. For exam-
ple, holding an airplane ticket
may not result in authorization to
board that flight. Authorization is
a function of the service or appli-
cation based on specific business rules. These rules
might take into account a variety of factors in addition to
the individual’s identity, such as time of day, location of
the individual, or the availability of resources.

In the historical model of mainframe computing,
authentication (often referred to as access control) and
authorization were often closely linked. Authorization
usually was determined by loose association of attri-
butes with the user account identifier (for example,
“root” or “user, group, and other” in Unix systems) or
by tables of authorized users. Since each system kept

its own set of authorization data, management of these
data in a consistent way across a large number of
servers and client platforms was problematic, although
a number of projects attempted to address aspects of
this dilemma. Little thought was given to generalized
information environment management mechanisms
until the number of different systems and services
began to grow dramatically.

Today we need generalized and scalable network-
based mechanisms not only for authentication but also
for eligibility and attribute information. As an example
of how this might be provided, suppose the network 

citizen requests access to a re-
stricted database. The database
server can simply query a speci-
fied attribute server, supplying
the network citizen’s e-ID, and re-
ceive information on the roles, 
affiliations, or other attributes de-
fined for that individual. The
database server then can apply a
prescribed set of business rules to
determine whether that particular
network citizen is to be allowed
access to the restricted data.

Suppose the network citizen’s
affiliation with the institution is
“full professor and dean of the
c o l l e g e .”  T h i s  m i g h t  i m p l y
eligibility to view college budget-
ary data and approve spending
plans and personnel actions, as
well as to gain access to academic
records and information. The
same person might also be ap-
pointed to a multi-campus task
force on student diversity and be-

cause of that affiliation be eligible to retrieve sensitive
student ethnicity and gender data. A database server
that returned roles and affiliations for any given insti-
tutional e-ID would make management of this type of
generalized eligibility much easier.

Such eligibility or affiliation data might be useful in
transactions external to the institution as well. Appro-
priate individuals in any department could be given
authority to submit electronic data interchange (EDI)
purchase orders over the network, for example. A dif-
ferent set of individuals could have authority to ap-
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A traditional library might hold five copies of a 
popular book or journal. Ideally this would be enough
to meet the peak demand at any one time for this 
resource. It would not be economical to purchase one
copy for every registered patron, yet we often provide
software and other resources in this cost-inefficient way.

It is quite possible for software or other digital re-
sources to be purchased by subscription, much like
printed documents today. The cost of such a subscrip-
tion would be based at least in part on the size of the 
simultaneous user community. For example, a physics
department might purchase a subscription for twenty
simultaneous “users” of a virtual physics laboratory
software package. During laboratory classes, the stu-
dents make use of the software on computers located in
the facility. In the evening, when doing homework, up
to twenty students could make use of the same “sub-
scription” to run the software on their own personal
computer.

One way to enable this type of sharing of expensive
resources is a network-based license server (NLS). The
NLS serves as a clearinghouse to ensure conformance
with the terms of the institution’s subscription. An
early implementation of the NLS concept was available
with the Apollo domain computers. Macintosh and PC
versions of license servers offer similar capabilities.
Standardizing on an openly available NLS technology
would enable publishers to develop products that
could fit readily into our electronic information envi-
ronment. A single NLS could moderate access to a wide
variety of licensed resources, including databases and
documents as well as software.

PAYING THE BILLS: 
AUTOMATED DEBIT AND UNIFIED INVOICING
Much of the electronic information environment today
is accessible without direct cost to the network 
citizen. However, as the real costs become significant,
the campus may need to find efficient ways at least to
account for the usage of expensive resources and pos-
sibly allocate some of the acquisition and support costs
toward the end users. A building block that could help
achieve this is an efficient network accounting server.

Ultimately every member of the campus commu-
nity, as defined in the campus’s demographics database
and corresponding eligibility servers, could have one
or more “virtual accounts.” Transactions for services
would be posted to a designated network accounting

server using encrypted data flows. A wide variety of
network citizen services, from print-on-demand syl-
labi to lunches and storehouse items, could be ac-
counted for in this way.

The network citizen should expect a single state-
ment each month describing all services used and any
costs incurred anywhere within the institution. This
might include transactions with external partners as
well. Eventually this monthly accounting could result
in an automated debit against an external financial
service, much like debit cards are used today.

WHAT TIME IS IT? THE NETWORK TIME SERVER
It may not seem obvious but many of the services we are
d e v e l o p i n g  n e e d  t o  h a v e  a  c o m m o n  f r a m e  o f  
reference for time. Billing information, for example, must
show accurately the date and approximate time of the
transaction. Network management information often
needs time stamps to be accurate to within a few millisec-
onds. Electronic postmark or notary services must have
an auditable date and time guaranteed to be within a
known degree of accuracy. Thus, an important element in
the set of enabling services within our information envi-
ronment is the network time server.

Technologies in support of network time services exist
today and are deployed on most campuses. However, not all
of these are synchronized with each other or with a 
universal time standard, such as the National Institute of
Standards and Technology broadcast standard time service.

Even where synchronized network time servers exist,
not all essential end systems can take advantage of them
yet. Campus information technology managers must un-
derstand the importance of this element of distributed
systems and take appropriate steps to ensure integration
of this service.

Our network citizens may wish to set their own
“electronic watch” from this service as well. Most mod-
ern workstations can be configured with automatic
utilities to accomplish this.

WHERE TO NOW?
The building blocks I have identified are all part of a
larger set of standards that comprise an information
technology architecture. The basic enabling services
include the following features:

■ A coordinated set of authentication servers
■ An attribute and demographic database server on
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privacy as well as the confidentiality and integrity of
data. The technology required to implement data en-
cryption has become commonplace and should be
considered for all administrative or other institutional
business applications. Encryption alone may not guar-
antee authenticity, however. We need the equivalent of
a seal or at least a recognized signature associated with
the contents of the document.

A digital signature must be some set of data that can-
not be forged and that binds the contents of a digital 
document to a specific individual, role, or other entity. It
must be something that only the
signing entity could have created
and must be verifiable by anyone
in the electronic information
environment.

Standards now exist for creat-
ing this type of digital signature
using public key cryptography
(PKC). Clearly digital signatures
of this sort would enable a wide
variety of institutional business
to be transacted over the network
with at least as reliable verifica-
tion and auditability as we have
now with paper forms and man-
ual signatures.

A public key infrastructure
(PKI) is critical to enabling the
use of encryption and digital sig-
natures. Fundamental to the PKI
is a unique pair of very large
prime numbers, generated for
each credential holder, that are
keys used for encryption and de-
cryption of information. Soft-
ware on the network citizen’s
workstation generates this pair of encryption keys and
gives one of them (the “public” key) to the PKI certifi-
cate authority (CA). The other key (the “private” key) is
closely guarded by the network citizen. The CA stores
the public key in a directory along with the PKI certifi-
cate. Upon request, the CA or directory server provides
any registered user’s public key to any application that
needs it.

In addition to support of the local community, a CA
must have a way to find other trusted CAs on other
campuses or anywhere else in the electronic informa-

tion environment. This ability is part of an overall PKI
and may be implemented in a number of different
ways.

The basis for trusting a traditional signature is ei-
ther direct knowledge or the ability to look it up in an
archive maintained by a trusted authority, such as a
bank. In the digital world, trust must be established
through preestablished contracts based on mutual
understanding of business practices, the basis for reg-
istering individuals with the CA, and the viability of
the cooperating CAs.

The resulting so-called web of
trust must be scalable to millions
of users in thousands of loca-
t i o n s .  Th i s  c a n  b e  a c h i e v e d
through a hierarchical model
wherein a community-based CA
registers subordinate CAs after
verifying their viability. A con-
sortium of college and university
campuses, for example, could
operate such a certificate author-
ity and the associated services on
behalf of its members. This CA in
turn could register under na-
tional and international CAs to
allow fully general and trustwor-
thy access to verifiable public key
directory servers anywhere in the
world. A campus PKI with its root
certificate authority also could
register subordinate CAs for de-
partments, the library, or special-
purpose requirements.

Until and unless encryption
mechanisms and support ser-
vices are in use, no one should

send anything of value or of a sensitive nature, such as
a credit card number, over the data network.

SHARING LIMITED RESOURCES: LICENSE SERVERS
The network citizen is now equipped with the basic
tools for verifying identity, invoking authority, and
concluding transactions safely. These capabilities en-
able easy and appropriate access to a wide variety of re-
sources within our electronic information environ-
ment. Unfortunately, not all of those resources are
without significant cost to the institution.
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each campus that can include a wide
variety of information, including affili-
ation and eligibility data 

■ D i r e c t o r y  a n d  r e s o u r c e  l o c a t i o n
servers

■ PKI servers that manage certificates
and public encryption keys for indi-
vidual users and make possible digital
signature verification

■ Electronic license servers in support
of site-licensed software, library mate-
rials, and databases

■ Billing transaction servers that can
handle a large volume of small-value
debit records extremely efficiently

■ Time servers and digital notary servers
that form the basis for reliable and 
verifiable on-line content and digital
institutional archives

Figure 2 shows how the building blocks might relate
to each other and to the communications system and
applications programs. Other building blocks might in-
clude software version control servers to ensure that
campus users have access to the latest version of critical
application programs, and alias servers to support con-
sistent mapping between e-IDs and e-mail addresses or
traditional identifiers such as employee number or stu-
dent ID number. Current and potential technologies
behind each of the building blocks described above are
in different states of development and deployment.

With persistent vision and cooperative efforts, we
can refine and deploy appropriate versions of all these
enabling services over the next few years. If we do not
start now, it may become very difficult to develop and
retrofit a coordinated set of these services later. There
is much to be done before network citizens are fully
empowered. e
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A small group of corporate friends provides
undesignated funding to support EDUCAUSE ex-
plorations in new areas of strategic importance.
These gifts make it possible for EDUCAUSE to re-
main on the leading edge in matters of utmost
importance to higher education.

Companies that have contributed to this fund in
the year 2000 include:

▲ Datatel, Inc.
▲ Dell Computer Corporation
▲ IBM Corporation
▲ SCT
▲ WebCT

E D U C A U S E
STRATEGIC INITIATIVES FUND

EDUCAUSE and its higher education members ap-
preciate the support of its corporate community. We
will continue to build unique and meaningful fo-
rums to bring corporate leaders together with their
colleagues and customers in higher education.

For more information:
corp@educause.edu
www.educause.edu/partners

Figure 2. Information Environment Building Blocks with
Common Interoperable Solutions for Basic Supporting Services

  


